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Introduction

myePayWindow is a payroll processing collaboration Portal for Payroll Professional clients. To use
myePayWindow you need to be licensed to use the ePayslips service and have the necessary
contractual agreement in place. myePayWindow allows the Payroll Department to continue to upload
payslips but extends ePayslips functionality with the ability to securely upload reports and letters to
Employers and their Employees. Employer functionality has been significantly extended so that they
now have the capability of uploading various documents to their Payroll Department, for example
Payroll run data. myePayWindow will be progressively developed to include new collaboration
features and these will become available in future releases.

Please contact your account manager or the support team for further details.

As per ePayslips, myePayWindow is a highly secure website and service:

o All traffic to and from myePayWindow is sent via Https encryption

o myePayWindow has a security certificate issued from top level provider; Verisign.

e The Portal is secured behind firewalls and subject to weekly and annual 3" party security
tests

e Portal data and documents (where applicable) are encrypted at rest using TDE, AES128

e All actions carried out on the Portal are audited and traceable to individual user accounts

Passwords must be 8 characters in length and contain 1 upper case, 1 lower case, 1 number and 1
special character. When the password is saved to the database it is not saved in a text format but is
encrypted using hashing and therefore is unreadable.

Five successive attempts to login with illegal credentials will lock the user out for 1 hour before
allowing another login attempt. Additionally, myePayWindow will automatically log users out after 5
minutes of inactivity in order to minimise the possibility of sensitive data being viewed on unattended
devices.

In order to be able to use myePayWindow service you must have the following:

B Internet Access

Installed the latest version of Payroll Professional

Use an up to date web browser (Chrome, Firefox, Edge, Safari)

Contractual agreement with Galaxy Payroll to use the myePayWindow / ePayslips services
A unique Bureau ID key provided by Galaxy Payroll and installed in your Payroll system
environment (for existing ePayslips clients this is your ePayslips Bureau ID)

Please refer to the Payroll Professional minimum system requirements available on the support
website
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A new set of Privileges have been added to Payroll Professional to help you control how staff users
are able to interact with myePayWindow (please refer to the separate help guide on privileges in
Payroll Professional) The privileges that can be enabled /disabled are self-explanatory and are as

follows:

Allowed (disables all myePayWindow functions)

Register Payroll Department User

Add Payroll department User

Register / Update Employer

Edit Employer User

=3 Update Privileges O X

Delete

Privileges | Staff -

Admin Menu

5 Set Maximum  3%5 Set Minimum | 2° Add

=~ Default Payrolls
- Administrators

Managers
-~ Portal Set-Up

Auto Enrolment Module
BMS

Data Menu Advanced
Data Menu Basic
Education Retums
Employee Details

Allowed Mo

Register Bureau User
Add Bureau User
Register/Update Employer

Mo

Mo

=
&
LIRS IESIESIE:

Employer Details
ePayslips

File Menu

Group Reporting Menu
Help Menu

Misc

Open Run Menu
Reports Menu

Run Menu

Lkilities Menu

Edit Employer User Mo

OK Cancel

It is not mandatory to use privileges but is recommended good practice. If you use privileges already

you will

need to decide which privileges you wish to allocate to each Staff user and the Privilege

client groups you have set-up.

High-level set-up steps

This guide follows a logical step-by-step process in setting up your payroll department to process
payroll using the myePayWindow Portal. We recommend that once set-up that you follow these steps
for each Payroll/Employer you introduce to the Portal:

8

Connect your Payroll department from Payroll Professional and Invite & Register your Staff
users from myePayWindow

Confirm you have the agreement to use the Portal with the Employer

Connect the Employer and Invite & Register their Employer users from myePayWindow
Validate that the Employer can access the Portal and see Employees, payslips and data and
can upload & receive documents from your payroll department.

Employer has explained Portal to their Employees and that they will receive invitation emails
Invite & Register Employees, validate they have registered and can access the Portal
Create Employer Groups, Roles, assign Privileges and add Staff users

Process Payroll — exchange documents with Employers as part of the payroll life-cycle and
publish payslips and other documents to Employees
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Payroll Department Connection and Staff user set-up

Setting-up your Payroll department to use the Portal is a 3-step process:

1. Connect your Payroll departments unigue identity to the Portal from Payroll Professional

2. Connect and Invite the Staff users in your Payroll department from myePayWindow to register
(verify identity, accept terms and create a Portal user account) via the Portal. Login to Portal.

3. Update your payroll department user Portal security credentials in Payroll Professional

Once these steps have been completed a payroll department user will then be able to connect an
Employer and their Employees (via an opened Payroll data file) and invite them to register from
Payroll Professional. Once Invited, Employees will be able to create their own Portal accounts and
login via the registration process.

To ‘Connect’ your Payroll department identity to the Portal go to the Admin tab in Payroll
Professional and click on the myePayWindow icon, then Bureau details.

Boes G BB R-lEe -
Home Admin Tables Data Run Utilities Reporting Help

] @ wm AR - s X & @b @ @

Passwords Backup BACS Privileges  View  Web Domains Enhanced — Maintenance Er Extra Import | myePayWindow | ePayslips

Setup - Errorleg  Links Security - Details -~ Mappings Bureau ~ Bureau ~
System Maintenance P
%, Bureau Details —
Home <« [as] 3

F= Bureau Home Page
Home Pages

‘@5! Bureau Home Page
ida
‘% Agtive File Home Page » = t
' “
New Payroll Open Fayroll

Print Group Reporting
i

On the Bureau details page make sure that the details shown are correct, if hecessary, update the
Bureau details ensuring that the following mandatory fields are populated:

Name
Address
Post Code

The myePayWindow section of the Bureau Details (Edit) screen initially shows a red cross indicating
the Bureau is not yet connected, click on ‘Connect with myePayWindow’ to connect to the Portal.

8 Bureau Details (Edit) x

=] =
= - @ =5
OK Cancel Connectwith myePayWindow  Print Form

Details

Hame Star Bureau Limited
Address Stellar House

40/41 Queen's Road
City Erighton
County East Sussex
Country United Kingdom
Post code : BN1 3XB
Telephone 01273 300715

Fax
Email : info@starbureau.com

‘website : www starbureau.com

myePayindow Status
Licence name Star Computers Limited @
Registered by
Registered on 01/01/0001 00:00:00

Burezu D :
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Once connection has been made you will see the following on-screen notification. Click on OK to
continue. Note: Licence name will show as your company Payroll Licence nhame with Payroll
Professional.

Payroll Professional X

Your bureau has connected 'Star Computers Limited' with
myePayWindow,

Please register your administrator user, open the staff menu
and select the myePayWindow tab.

The myePayWindow status section of the Bureau details page will update to show a green tick and a
Portal BureaulD will populate in the field shown in yellow below. This indicates the Payroll
department has now successfully connected to the Portal.

ryePayindow Status

Licenoe name Star Compubers Limitad @
Fegisterad by Fdiran

Ragizierad on HAX2017

Bureau I

The button options on the Bureau details screen will change from ‘Connect’ to ‘Update’
myePayWindow. Any subsequent changes to the Bureau details, for example, a change of address
will need to be sent to the Portal to ensure it is kept up to date. Once changes have been made, click
the Update myePayWindow button.

B Bureau Details (Edit) >

5 Aa @ =
: OK Cancel Update myePayWindow  Print Form

Details

With the Bureau connected, you are ready to set up and connect Staff users. Go to the Admin tab
and select the Staff option. Please remember that additional privileges have been added in Payroll to
control which users are able to do this)

Boe Ge @ rda-

Home Admin Tables Data Run Utilities Reporting Help

I O M AR L s, X b @ @ © 8B B B

Passwords Backup BACS  Privileges View Web Domains Enhanced Maintenance ErExtra Import myePayWindow  ePayslips Email Staff Current Change Personal
Setup - Errorlog  Links Security - Details - Mappings Bureau ~ Bureau - Seftings - Users Password  Prefs
System Maintenance Miscellaneous User Settings

Hama wll =
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From the Staff members list select an existing staff member or click Add to set up a new staff user.
This screen has been modified to include a Portal Status column.

Note: Prior to connecting any staff users their status will show as ‘Not connected’. When there is no

internet connectivity or Payroll privileges prevent Portal access, the status will show as ‘Not
Known'. See Portal Status definitions section.

[ Staff Members
2 K | M ocrpion 2
Add Edit Delete Done
ID 7 Reference 7 Surname 7 Forename T Portal Sas V| InvitedBy V| InvitedOn 7 Invited 7 Disabled Date 7 Lastlogin ¥
1 ADMIN Payroll N Admin 221122017 112 Yes 08/0272018 12:3
»i2 2 Bonus A Admin 2227200711 Yes 2212120017 11
3 3 Wertime o] ADMIN 310172018 16:3_. | Yes 31/01/2018 16:39.. 310172018 15:2.
4 4 Daypay Helly ADMIN 08/02:2018 10:0_.. | Yes 08/02/2018 11:2.
5 5

Temity Pat Not Connected No

Open a Staff user record and Payroll Login tab. The following information is mandatory;
Title

Forename

Surname

Address

Post Code

Telephone

{8 Staff Member (Add) X

= - &

OK  Cancel  Print Form

Staff Details Address Details
Reference : Address :
Title
Forename : Viy City/ town :
Sumname & County :
|z Suspended Country :
Password : avARDEYWHN Post Code

Telephone :

Enhanced Security

vs logir
[ = J1#]

On this tab, the Forename and Surname details are used in the individual user verification step in the
Portal registration process together with their Payroll password (their Portal ‘secret’ see below):

For Payroll Professional users to be able to set up their own account on the Portal, they require a
Payroll Professional password. This password is required as the user’s ‘secret’ information that needs
to be provided when verifying their identity during registration on the Portal. For existing Staff already
set up in Payroll Professional with a password, the password field is hidden once set. If the password
needs to be reset this field can be enabled via the Reset Password icon.

If you use ‘Enhanced security’ in Payroll Professional, please be aware of any password complexity
rules you may have set for your bureau that modify the payroll defaults.

If you use NT authentication a password field will need to be set for all Payroll Professional users via
the Reset Password icon. This won't affect their normal login to Payroll Professional via NT
authentication but will allow an additional password ‘secret’ to be added that is required for use with
the Portal. These Users now have access to payroll and require privileges set.

Note: If these users require access to myePayWindow they will need to have an account set up in
the portal (see below)
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Add & Invite Staff users from the Portal

Once the initial payroll department user (System account) has been set up, additional payroll
department users can be added and invited in myePayWindow.

From the left menu, select Administration

= Star Bureau Limited

@ Payroll Dashboard

& Notifications

A Employors B ot Pars vt
8 Statistics.
Latest News Employes
o Administration S P R gy 6
W Privisges )
IRIS Payroll Professional Suj
aspa e i 00 USEFUL LINKS

Please be aware that myePayWindow will be
unavailable between 8pm and 10pm on Wednesday ‘f
17th March due to planned maintenance

-

From the right-hand side select Add User from the Users tab

© Logout

<%= Home > Payroll Department Settings
Administration +

s User

& Users

s B
(s] FirstName LastName A stas Lastinvite
o & e == -
o &8 Holy Devp == +
o an Fayoi == .
o Y Temiy == +
o 8 iy = +
o 8 e =

©2021 Galaey Payrol All ights raserved.

Complete the information for the Payroll Department User. The Secret key can be a word that has
been agreed between the first payroll department user. They will need this to complete the
registration process. Assign privileges for the user from here. Select Add to save.

Add a new User

Title Mr b AddressLina* AddressLine1

First Name* First Mame AddressLineZ AddressLine2

Last Mame® Lasthlame AddressLine3 AddressLine3

Gender ® Male QO Female O Other City* City

Date Of Birth* Date Of Birth (DD-MM-YYYY PostCode* PostCode

Secret key® Secret key County* County

Phone® Phone Country* Country

Email* Email Frivileges* all employers - Full Access -

south - Full Access
internal payroll - Mo ePayslips-Admin-Privs
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The new user will appear in the data grid and can be invited. Select the user and Invite.

<% Home > Payroll Department Settings

Administration

e Desis  Esrandng I Employer Dasnboars

8 Users

=

[u] A status

o Bonus. m
o Holy Daypay ==
[u} N ayroil m
o o [ oecoerene

I ) - 9 B ~ w

o Pa e ==

o et ey ==

o o m EmE

©2021 Galaxy Payrol

Ve e

The User will receive a registration email and can start the registration process (Please see section

below)

There are restrictions depending upon the User’s Portal status. If you need to delete a Staff user go

to Admin, Staff, Delete

In Payroll Professional Staff Users can only be deleted when their Portal status is ‘Unregistered’

{8 Staff Members

“uh ) x ﬁ Description : |4

Add Edit Delete  Done

ID 7 Reference  ¥|Surname ¥ Forename T Portal Sius ¥ InvitedBy ¥ InvitedOn ¥ Invited
1 ADMIN Payrall N Admin 21202017 12 Yes
2 |2 Bonus A Activated Admin 2211212017 11:3.. Yes
3 3 Vertime o ADMIN INO1Z018 163 Yes
P44 Daypay Holly ADMIN 081027201810 Yes
5 5 Temity Fat ADMIN 0B/0212018 145.. | Yes

" Disabled Date 7 |Last Login

31/01/2018 16:39..

08/02/2018 14:51..

If you try to delete a Staff user not in ‘Unregistered’ status, the following messages appear:

Payroll Professional

Are you sure you wish to delete the Staff Member 'Daypay,
Hally'?

Click, Yes
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Payroll Professional et

| Unable to delete 'Daypay, Holly' as they are in use on
myePayWindow.

Click, OK

An action to Delete a Staff User will only be available for Payroll department users via the Portal
Administration / Users page:

If the User Status is either ‘Unregistered’ or ‘Invited’

B8 Users

B
=) FirstName LastName A Status Last Login
O A Bonus | Acrareo | Fri 221212017 +
Holly Daypay | Aorares | Thu 08/02/2018 +
O N Payroll Fri 09/02/2018 =
a a &
set passn et
Pat Temity DEACTIVATED Thu 08/02/2013 =
o &
tivste  Resctpass el
Matt Temity iTED +
) Vertime Wed 3110112018 +

Showing record: 1 to 6 from 6 itemis)

If a Staff user leaves the Payroll department and they have an activated Portal user account. The
user cannot be deleted but their Portal account should be deactivated. In myePayWindow go to
Administration/Users and select the user. Select Deactivate

<= Payrol Dashboard

& Notifications,

W Employers <= Home.

& Suistis Adm +

o Administation :

. .

W Privisges

- m thers

© Logout = = |

e - ~ s [—
e | +
e | +
=3
=
a a o
=
=
EZ=g
-
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Note: The Status will change to Deactivated for this User

5 Home » Payroll Depariment Settings

Administration

& Users ding 1 Employer board

B Us
O FistName  LastName A Status
o Ba Bonus m
o B owm ==
o an Payroll m
o (=) ]
a 'y o ® &
o [&r e
o ey (e
o 8o - (oo

@2021 Galavy Payrol. Allrights reservedt
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Notes: Step-by-steps are not included for Employer and Employee registration in this guide as the
process described in this section is very similar for all Portal users. The only difference is the
information required for identity verification during registration (see Verify Identity step)

Once a Staff User has been connected and invited to the Portal from Payroll Professional as described
in the previous sections, they will receive an email invitation with a ‘link’ that will take them to the
Portal website to start registration. The invitation link within the email is valid for 20 days.

Payroll Department User Invitation

Welcome to myePay\Window

Dear Bureau

ou are invited via this email to register on the myePayWindow website so that

you can securely submit and access payroll information for your employers.

Thizs registration process reguires that you enter various personal information and

details relating to myePayWindow. This invitation will be valid for 20 days.
Click hers to Register

Flaase note, if the invitstion has already expired pleass confact your

Administrator who will be able to send a new invitation to you.

Useful Information for registering on myePayWindow:

= We would recommend that users use a computer when trying to activate
their account for the first fime.

= The recommended browser is Chrome.

= In the event of the account being locked the user will need to wait 60
minutes before they can try again. It is very important that users do naot
keep on frying to log in again as the count will restart.

®  [f you are re-invited and receive an additional invitation email, this will
cancel the previous email.

* Forenams & Surname are case insensitive. Your forename should be as
per your passport or the information provided to your Payroll Department,
=.g. Steven not Steve.

= The Date of birth should be in the following format DO-MM-YYY™ or
DDMMM Y e.g. 16-04-1085 or 16/04/1085.

= The Secref key is defermined by your Payroll Depariment Administrator -

this is case sensitive.

JIRIS

After clicking on the email link, the user is redirected to the website for the first step of registration:
to ‘verify’ the user is genuine. The details on this screen have been passed from the set up in Payroll
Professional. All fields must be entered correctly for the registration process to continue to step 2.
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First time login

C Wt

We need to verify your identity before creating your account

Notes: For Staff Users the ‘Secret Key’ is their Payroll Professional password.
For Employer Users it is a mutually agreed word.
For Employees it is their NI Number or Passport Number if no NI Number
For CIS Contractors it is their Passport Number or details in the Passport Number field

First Name is as per the Payroll Staff, Employer or Employee record. If you have more than
one name in this field, any one of the names can be entered. For example; If you are known
as ‘John James’ either John or James can be entered in the First Name entry field.

If the link within the email has expired, i.e it is more than 20 days after the email was sent, the
following message is displayed. In this situation, a new invitation (Re-Invite from Staff Member)
needs to be sent for the Payroll department user from Payroll Professional.

®

You have failed the verification, you will need to be reinvited, so please contact your star.

On completing Step 1 successfully, the registration process automatically moves to Step 2: confirming
consent. By scrolling to the foot of the Give consent window and clicking the ‘I agree’ button, this
will move the process to step 3.
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First time login

In this Privacy Policy references to we, our or us are to Galaxy Payroll. References to the Website are to &~
myePayWindow.com

1. What Information we Collect v

2. Why we need it

3. What we do with your Information

4. How long we keep it v

5. How we protect your Information v

6. Your Consent

If for any reason consent is not given, the user is warned that the registration process will stop
immediately. In this situation, the following message is displayed.

You have withdrawn your consent to use myePayWindow and your registration is
cancelled.

Pending discussions between the user and their ‘employer’, the user will need to be invited again if
they agree to use the portal.

This step involves the User setting the username and password they want to use for the Portal:

Username — minimum 6 characters — maximum 64, an email address can be used if this is more easily
remembered. Note: Employers and Employees can use an existing ePayslips UID

Password — minimum 8 characters, 1 upper case, 1 lower case, 1 special, 1 numeric. Note: Employers
and Employees can use an existing ePayslips password

Note: A special character is a punctuation type character from your keyboard (e.g. !, ?, %, =, *)

I

The password strength for any entered password is shown dynamically on screen, the password
strength indicator will only change to green and very strong, when you have entered a password
meeting the criteria.

The password chosen needs to be entered a second time to verify it. You will not be able to register
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until the entered passwords match.
my@PayWindow
o 0

Now complete the security details you'd like to use

np@starbureau.com u

......... @

VERY STRONG

@ Register

First time login

On clicking Register the following message is displayed.

my@PayWindow
©

Thanks! You have registered successfully

We're sending you an account activation link, please check your email

The user will then receive an email with a link that needs to be followed to activate their user
account, so the full registration process is not yet complete.

Step 4 — Activate account

The final step in registration involves clicking the activation link in the email sent to the user in Step
3, and then logging in to the Portal.

Warning: If the activation link is not used within 24 hours then the registration process can be re-
started from link in the initial invitation email (if it is within 20 days, if more than 20 days
have passed, they will need to be sent a new invitation)
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my@PayWindow

User Account Activation

Welcome to myePayWindow

Dear Hannah
You are almost donel
This activation link is valid for 24 hours so don't delay.

Click here to activate your account (you must login to complete activation)

Please note, if the link has already expired please contact your Administrator
who will be able to restart the registration process.

‘You have received this email because your

payroll is processed using Payroll I RI s
Prafessional, but we do not manage your | I

payroll department. Please direct any

employment related questions 1o your

company’s payroll administrator

payroll-support@iris.co.uk

On clicking the activation link the user will be taken to the login page on the Portal where they must
login to complete registration.

my@PayWindow

PLEASE ENSURE YOU LOGIN NOW TO COMPLETE ACCOUNT ACTIVATION

Usemame n

Password
Forgot Password? Forgot Usemame?
JIRIS flechary

Sty Acbtnd 303009 29
- Oos o vty

Using the login details entered during registration, this will complete the registration process.

my@PayWindow

PLEASE ENSURE YOU LOGIN NOW TO COMPLETE ACCOUNT ACTIVATION

Hannahingram n

Forgot Password? Forgot Usemame?
MeTcrRAFT
JIRIS s

Sty Autted 203007 28
— G165 1 Yoty
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After login, Portal registration is now complete and the user will arrive at their Payroll Dashboard-
home page.

For more information and details on using the Portal go to the section — Using the Portal

= Star Bureau Limited 4 o  ONPami-

@ Payroll Dashboard

A Notifications E

B Employers < Home . Payroll Dashboard
B Statistics
Latest News e

@ Administration RIS Payiol Professional Support ’ =
& Privileges

\% IRIS Payroll Professional Support S
T P ayroProSup Qo USEFUL LINKS Payroll Department v

Please be aware that myePayWindow will be

unavailable between 8pm and Midnight on Thursday

SEtooudt 8th October for essential mai A S
page will be displayed to site visitors and it will not be Doy
possible to upload data. Thank you for your patience.

Payroll Professional
Support
\? IRIS Payroll Professional Support

The latest Covid-19: Practical Guide Is now available

©2020 Galaxy Payroll. All ights ressrved.
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Enforce 2SA/2FA for Payroll Department Users

2 Step Authentication provides additional security for your users and can be enforced for compliance
with company policies and Procedures. When 2 Step is enforced as below all Payroll department
users will be asked to create a memorable word between 6 & 12 characters in length when they next
logon to myePayWindow. Once the memorable word is set up the user will be prompted to select 2
random characters from the memorable word when they logon.

When 2FA is enforced as below all Payroll department users will be asked to scan a QR code using a
mobile authenticator. This will require the user to install a smartphone ‘Authenticator App’ (Google
Authenticator/MS Authenticator) to be used as part of the logon process. Once set-up, and after
username and password entry, the smartphone authenticator app will be used to generate a code
which when entered into myePayWindow, will grant access to their account.

To enforce 2SA for your payroll department users select the Administration/details page. On the
details tab select Enable 2SA from the dropdown and click Save settings

ivancisstar payrol com

East Susser

When a Payroll department User next logs in or registers on myePayWindow they will be prompted to
enter a new memorable word. Enter the memorable word and click on Submit

First time memorable word

Please enter the new memorable word you would like to use
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A payroll department User will see the normal log in screen when they logon to myePayWindow.
Complete the Username and password and click on Login

my@PayWindow

| ac@eslestal cor u
& |

Forgot Password? Forgot Usemame?
n —————

JIRIS e
B0 =

— = s ——

Once a username and password is entered a second page is displayed where the user can enter two
random characters from their memorable word.

Enter the characters and click on Login. To rest the memorable word, click on the Forgot
Memorable Word? link on the login page to start the reset process

my@PayWindow

Enter the following characters from your memorable word:

1st: 4th :

Forgot Memorable word?

JIRIS
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Alternatively, an individual user can enable or remove 2SA provided that 2SA isn't enforced via
Administration at Employer/Payroll department Level.

From the Top bar click the username and My Settings

= Star Bureau Limited

@ Payroll Dashboard

& Notifications

B Employers @ Home » Payroll Dashboard
B Statstics
Latest Ny
o Privileges
\*‘ IRIS Payroll Professional Support
2 @PayrolProSug 00 USEFUL LINKS [Payroil Depariment v
izl Please be aware that myePayWindow will be
o unavailable between 8pm and Midnight on Thursday F
Lo 8th October for essential A

page will be displayed to site visitors and it will not be
possible to upload data. Thank you for your patience.

* IRIS Payroll Professional Support
@PayroiProSup

Tha latact Cavid-19- Practical Giiide ie now availahla

©2020 Gataxy Payroll. Al ights reserved

On the My Account tab, click the Enable 2SA button.

= Star Bureau Limited s o ONPaml-

& Payroll Dashboard

& Notifications

W Employers. G Home » My Settings.

£ Statistics My settings

‘o Administration &My Key info O My Account & My Settings. & Prvacy & Terme

& Privileges. 8 Reset Account Security B Use aoditional authentication as part of the logon process
i e o your memmoratie word you ik be logged out o the websie automaticaty and you wil be sent

the reset process

® Logout

nenticator Ap (GooglaMS!

’ SOTP are some examples) Each tme 3 user iogs
% authenticator 290 10 gan i

ther

if aditionas authenteation t 4, than 2925 can be optionaty enabled
By defautt addtionsl sumentiation s not enabled (None) unless enforced Use e drog-Gown selector 10 choose 10 enatie siter 25 or 2FA. Then cick
‘snable’ 0 a0y

EETN & o |

To Enable of Remove 2SA cick on ihe green bution

i

Characters $om this word each Sme you 1og in
e word from yout login

22020 Galey Pay(ol Al rights reserved

Note: If the Enabled/Remove button is greyed out, 2 Step Authentication has been enforced and you
cannot change this setting.

Click on Confirm to set-up your memorable word.

Enable 25A

Are you sure you want to Enable 2 Step Authentication on your account? Click on confirm fo be
directed to the login page where you will be asked to create 8 memorable word.

Cancel Confirm
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After entering their username & password the user can ‘Set-up’ their memorable word.

my@PayWindow

Forgot Password? Forgot Username?

-llR'S ]

The Memorable word can only contain letters and digits and be between 6 & 12 characters in length.

my@PayWindow

The Memorable word can only contain letters and
Please enter the new memorable word digits and be between 6 & 12 characters in length.

| Memorable Word n

Confirm Memorable Word

@ Submit

A second page is displayed where the user can enter two random characters from their memorable
word.

First time memorable word

Enter the characters and click on Login.

To rest the memorable word, click on the Forgot Memorable Word? link on the login page to start
the reset process

my@PayWindow

Enter the following characters from your memorable word:

1st:[A v]4th:[A V]

*Memorable word?
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To enforce 2FA for your payroll department users select the Administration/details page. On the
details tab select Enable 2FA from the dropdown and click Save settings

Bureau Limited

«Payroll Dashboard

A Notifications

R Employers

§ Statistics

‘o Administration

- Prioges ® Payros Degariment Infomaton

a s ooy s s L]
Prore 01273 30715

© Logout
sasuasioat StolacHouse
havasions 401 Oueris Rosd
engion
Peucos on3e
st Susser

Courmry Ueited Kingcom

When a Payroll department User next logs in or registers on myePayWindow they will be prompted to
scan a QR code (The user will need to have installed a smartphone ‘Authenticator App’, this will be
used each time the user logs in). Enter the returned code and click on Submit

my@ P ay Wi n d 0 W First time Authentication

Scan the QR code or add manually your code using a
mobile authenticator:

Type the following code in your Authenticator App
GIZTSYRTMYZWILJVHA
Enter the code provi by your authenti app:

e

Enter the code

A payroll department User will see the normal log in screen when they logon to myePayWindow.

Complete the Username and password and click on Login. The User will be prompted to enter the
code from the ‘Authenticator App’

my@PayWindow

Enter the code provided by your authenticator app:
Enter the code

Forgot Authenticator?

I —
JIRIS T,

O o iy
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To rest the 2FA process, click on the Forgot Authenticator? link on the page to start the reset
process

Alternatively, an individual user can enable or remove 2FA provided that 2FA isn’t enforced via
Administration at Employer/Payroll department Level.

From the Top bar click the username and My Settings

= Star Bureau Limited

« Payroll Dashboard

& Notifications

W Employers 5 Home . Payroll Dashboard
8 Statstics
Latest News
o Privileges
IRIS Payroll Professional Support
- @PayrotProSup % USEFUL LINKS [Fayroil Depariment v
=S Please be aware that myePayWindow will be

unavailable between 8pm and Midnight on Thursday PR
2 Loges 8th October for essential A 1 s —
page will be displayed to site visitors and it will not be B

possible to upload data. Thank you for your patience.

Payroll Professional Suppz‘
\*J IRIS Payroll Professional Support

Tha latact Cavid-19- Practical Giiide ie now availahla

©2020 Gataxy Payroll. Al ights reserved

On the My Account tab, click the Enable 2FA button.

= Star Bureau Limited
«» Payroll Dashboard

& Notificatons

B Employers @ Home » My Settings
B Statistics My settings
o Administration Ay Ke OWAccomt | @My Setings 8 Prvacy & Tems

# Privileges
aSPA When you Your usemame of your memorabie woed you wil be gged oul of e wetcte automaticaty and you wil be sent —
2n emal win @ Ik hat wil sllow you t Comgte Mé feset grocess
i 2 random characters fom s
© Logout B Curgopassword

amples) Each Sme & use iogs-

B Crangs username

2 0 enatie efher 294 or 2FA. Than cick

22020 Gataxy Payroll Al

Note: If the Enabled/Remove button is greyed out, 2 Factor Authentication has been enforced and
you cannot change this setting.

Click on Confirm to enable 2FA.

Enable 2FA

Are you sure you want to Enable 2 Factor Authentication on your account? Click on confirm to be
directed to the login page where you will be asked to scan or enter a QR code.
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After entering their username & password the user can ‘Set-up’ 2FA

my@PayWindow

essssnees

Hannahlngram n

Forgot Password? Forgot Username?
I R IS METCRAFT

al Secrey o 3030930
i Clck 0 Verty

Scan the QR code with the smartphone ‘Authenticator App’ and enter the returned code.

First time Authentication

my@PayWindow

Scan the QR code or add manually your code
using a mobile authenticator:

Type the following code in your Authenticator App
ME3GGNRRG4ZWKLJIXGQ
Enter the code provided by your authenticator app:

Enter the code

On subsequent logins the user will be prompted to enter a code

my@PayWindow

Enter the code provided by your authenticator app:
Enter the code

Forgot Authenticator?

JIRIS

To rest 2FA, click on the Forgot Authenticator? link on the login page to start the reset process.
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To remove 2FA, from the Top bar click the username and My Settings

= Star Bureau Limited

@ Payroll Dashboard
& Notifications

W Employers & Home

00

Payroll Dashboard

& Statstics

Latest News

o Administration RIS Payroll Professional Support

¢ Privieges
RIS Payrol Professional Support
@PayroiProsup
R Please be aware that myePayWindow will be
unavailable between 8pm and Midnight on Thursday
R Lo 8th October for essential A

E

% USEFUL LINKS

page will be displayed to site visitors and it will not be
possible to upload data. Thank you for your patience.
Sep 28,20
* IRIS Payroll Professional Support
@Payrotrosun
Tha Iataet Cavid-10: Practical Guiide is now availahla

©2020 Gataxy Payroll. Al ights reserved.

Docy

On the My Account tab, click the Remove 2FA button.

= New Bureau

@ Payroll Dashboard

JIRIS | Payrol Professional

A Notfficatons

W Employers <3 Home My Seftings

& Statistics My settings

‘@8 Administration &My Key Info © My Account @ My Ssttings 8 Prvacy & Terms

& Privileges @ Reset Account Security

o When you reset Sther Your DRSSO, yOUr USEMaMe oF Four v
a0 emai wih 8 irk thal vt allow y0u f0 coroiete P reset proces:

o e

©2020 Gataxy Payrol. Al rights reserved.

Click on Confirm to remove 2FA.

Remove 2FA

automaticady and you wil be set

[Fayroi Depariment v

Payroll Professional supm‘

@ Use additional authentication as part of the logon process

2 forms of optionsl user secunty authentication c n @ and password
« 2 Step suthentication 25A - Requres 3 user 10 set
word each sme 83 10 thex account

word from which they

2 random characters from s

smartphone Aulhenticalor App' (GoogleMS/Authy/andOTP are some examples) Each me & user fogs
7 they wik adationaly need o enter a code generated by the Suhentcator app 10 0ain CCesE 10 thelr Sccount

B e

o Enatle or Remove 2FA cick on the green buttoe:

= You wil noed o download a smartphone autherticator app ind when you next 1og i, £can of copy/pate the QR code 1o Ink your account 1o the
a0

. fogh a the app

o It you are Lnable 10 access your SMSMpNONS you 30 feset 2FA during the 1ogon process. Ciick on Forgot Aumenticator and enter your usemame
1o recaive an email ik ¥ very your Genity and reset 2FA

o ityou 2

Cick the Remove 2FA b the process from yout logn

Are you sure you want to remove 2 Factor Authentication on your account? Click on confirm to
he directed to the login page where you will be asked to scan or enter a QR code to confirm the

action.
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Enter the username and Password to confirm the action.

my@PayWindow

PLEASE ENSURE YQU LOGIN NOW TO CONFIRM YOUR ACTION

Hannahingram

aresernee

@ Login

Forgot Password? Forgot Username?

Enter the code from the ‘authenticator app’ to confirm the action

my@PayWindow

Enter the code provided by your authenticator app:
Enter the code

n o
+IRIS T,

- ok 1 iy
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Employer connection and Employer user setup

Once the Payroll department and payroll department users are set-up to use the Portal, an Employer
and Employer users can then be set up for access too.

Like the payroll department set-up, this is a 3-step process:

1. Connect an Employer to the Portal from Payroll Professional from an open Payroll data file.

2. Connect and Invite the Employer users to register from myePayWindow (the Employer will
then need register via the Portal (verify identity, accept terms and create a Portal user
account)

3. Verify Employer user connection — the payroll department users can check the Employer user
status in the Portal.

Once these steps have been completed, payslips and documents can be delivered to the Employer
and the employer will be able to send documents to the payroll department. More specifically, a
payroll department user will be able to send the following to the employer from Payroll Professional;

E Payslips

CIS Statements

P60s

P45s

Single reports

Group reports

Macros

AE letters

Other XLSX,DOCX,PDF,XML,CSV,TXT, ZIP,PRCX files

Refer to the sections on ‘Sending Payroll data and documents’ to the Portal for more details.

The first step in setting up an Employer is to connect the Employer Company and data to the Portal
from Payroll Professional. Go to the Admin or Data tab and choose Employer from the tab, this opens
the Employer screen. Check all details are correct, mandatory fields are;

E Name
B Address Line 1
Tax district

The Employer must have at least one employee set up in the payroll before connecting. If this is not
the case, an on-screen message will confirm that connection is not possible.
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B Employer Details (Edit) =

OK Cancel Ceonnectwith myePayWindow  Edit myePayWindow Users  Quick Repert  Print Form

Employer Address
MName
Q Address
R
'1 Mational Insurance
Address
oot
"-ﬁ"ll Tax Address Building 3. Hatters Lane
City / town Croxley Park, \wiatford
——_— Banks County : Hertfordshire
ﬁ Payroll Parameters Country : United Kingdom
Fost Code WD18 BYG
E};’ Calculstion Paramete Telephone : 01923 246414
_ Email Address : info@celestial com
i Payslips

- Client Report Macro Settings
A7 Notes

Email || myePayWwindow | -

@ Expats Define the default email addresses reguired for report macros and group reporting.

Extra Details

Diary

gEg

Pension Duties

Macro Password

Click on Connect with myePayWindow

An on-screen message box will display to request confirmation that the payroll department has the
consent of the Employer to send their Employees data to myePayWindow. Click ‘OK’ to confirm
consent and send Company and Employee data to the portal or ‘Cancel’ to not send the data and stop
Employer ‘connection’

When you have confirmed Employer consent, the following message box will confirm that the
Employer has been ‘connected’ to the Portal.

Payroll Professional >

This employer has been successfully connected with 'Star
Computers Limited' on myePayWindow.
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Connect & Invite Employer User(s) from myePayWindow

Once an Employer is connected, an Employer User (or users) must be set up. Login to
myePayWindow, from the left menu select Employers. Select the Employer and select

Administration/Users. Select Add User.
= Star Bureau Limited 2 o  ONPaml-

= Payroll Dashboard

Mallfcations
rp——
A Notifications

B Employers & Home > Employers Listing > Administration for Celestial Limited
£ Statistics Administration + @
Add User mployees
of Administration
WuUsers  [DDetsls  @Brandng  WEmployee Dashboard i Payslip & CIS Settings
& Privileges
& Users
o SPA
B
@ Logout
O FirstName LastName A Status Last Invito
0D Bams Centa =3 +
o Tom Stephens. ACTIVATED Tue 090272021 11:26 +
D enny Wise ACTIVATED

Shawing record: 1 to 3 from 3 item(s)

©2021 Galaxy Payroll. Allrights reserved

Complete the information and assign privileges. Click Add.

Note: You will need to notify the User of the secret key as this will be needed for registration.

Add a new User

Title Mr ~ AddressLine1* AddressLine1

First Name* First Name AddressLine2 AddressLine2

Last Name* LastName AddressLine3 AddressLine3

Gender ® Male O Female O Other City* City

Date Of Birth* Date Of Birth (DD-MM-YYYY) PostCode* PostCode

Secret key* Secret key Courty* County

Phone* Phone Country* Country

Email* Email Privileges* all employees - Full Access -

all employees - Employer Full Access Role -
hove employees - Hove Full Access - No Ad

Once the user has been set up you can invite them to register on myePaywindow
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= Star Bureau Limited & o ONPayol-

= Payroll Dashboard

Notiicasons
1o new messages
A Notifications
A Employers €% Home » Employers Listing > Administration for Celestial Limited
= Statistics Administration 7 =
Add User Emplayees
% Administration
Wuses  [IDetls  BBandng  MEnmployee Dashboard I Paysip & CIS Seftings
& Privileges
BB Users
@ SPA
(o]~
® Logout
o FirstName: LastName A Staws Last Invite
] % Alpha Centauri = .
ul Car Simpson _
& J 3 o Ird - o ®
a Tom Stephens Tue 09102/2021 1126 +
O | O Py e == +
Showing record: 1 to 4 from 4 itemis)

Note: By default only the first Employer user ‘connected’ will receive both Payslip-upload and other
notifications. Subsequent Employer users added will get notifications excluding Payslips
uploads.

An Employer user or a payroll department user can change the default user for the Payslip-
upload notifications via the Portal by using the Employer Administration-details page.

The Employer user will now be able to complete Registration on the Portal (this is the same process
as per the payroll department user; so Verification (with agreed secret word), Consent confirmation
and Account set-up — see ‘Payroll department User Registration via the Portal’ section).

Verify Employer User connection

You can login to the Portal and see the Employer users’ status via the Employers page. Under the
company name click on Administration to view the Employer Users.

= ® ® =

Emplovees ePavslips Administration Privileges

This view will show the current status for each Employer User for all Employers that you have
connected to the Portal.

= Star Bureau Limited

= Bureau Dashboard

& Notifications 3 m

a Documents = Home - Clients Listing - Administration for Celestial Limited
Clients ini i
| Jelas Administration e
FFFFFF
a2 AdMINISTaton 2
. WUses  BDemis  @Bndng = !
S 5 Usors
o (-]
m} Firsthan e N -~ St Last Login
o Aicha Contaut AoTATED Fan2112018 .
=} Panny Wise === Wed 3111072018 +
Sthowiog rucond: 1 10 2 irom 2 Rom(s)

©2018 Star Computers L1d. AN rights ressned.
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Enforce 2SA for Employer users

2 Step Authentication provides additional security for your users and can be enforced for compliance
with company policies and Procedures. When 2 Step is enforced as below all Employer, Employee
and CIS users will be asked to create a memorable word between 6 & 12 characters in length when
they next logon to myePayWindow. Once the memorable word is set up a user will be prompted to
select 2 random characters from the memorable word when they log in.

To enforce 2SA for your Employer, Employee & CIS users select the Administration/Details page. On
the details tab tick the Enable 2SA box and click Save settings

= Celestial Limited 4 8 O AkhsCentari

W Emplayer Dashboard @ Home . Empia,

atings
& Notifications Administration +

@ Documents

Wis:  B0seh | Blastes  MEmvorsDustowt [ Panipd CIS Satg
2 Approvals

® Empiayer inomation

® Payroll Deparment information

0 oPayslips
GCelestal Limbed
W Employees
Bs3E0L
® Statistics
TmDisCode m
a Administration
o
® Privieges
===== 1923 245414
- SPA
fageeiestil cam
© Logout
Buiting 3, Haiers Lane

Crasdey Park, Walord

Fosicods wo18v0
& Employee Level Uses

Hefordshie

2620 Gaey Pyl Al g reserves

When 2SA is enabled a user a user is asked to create a memorable word which can only contain
letters and digits and be between 6 and 12 characters in length.

Clicking ‘Submit’ saves the memorable word to your user account.

First time memorable word

my@PayWindow

The Memorable word can only contain letters and
Please enter the new memorable word digits and be between 6 & 12 characters in length.

| [Memorable Word n

Confirm Memorable Word
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A User will see the normal log in screen when they logon to myePayWindow. Complete the username
and password and click on Login

my@PayWindow

np@starbureau.com n
= | a |

Forgot Password?

Forgot Username?

~JIRIS

Once a username & password is entered a second page is displayed where the user can enter two
random characters from their memorable word.
A message displayed if incorrect characters are entered.

To reset the memorable word, click on the Forgot Memorable Word? link on the login page to
start the reset process.

my@PayWindow

Enter the following characters from your memorable word:

ist: 4th -

Forgot Memorable word?

JIRIS

Alternatively, an individual user can enable or remove 2SA on their account provided that 2SA isn't
enforced via the Administration page at Employer Level.

From the Top-bar click the user name and My Settings. On the My Account tab.

= Celestial Limited

& Employer Dashboard

o,
A& Notncations @) [ ] .

@ Documents.

@ User Guide

- Feedback

W Home . Employer Dashbosrd © Logow
2E0AS B My Last Pay R & My Company Info . 5 @ My Pension

Employees
- Tax Distrct: BS30 801
Tax Disrict Code: 111
Tax Reforance: 1111

a Bureou Linted

Privieges

= Burcou telephone: 01273 300715

™ 3
O Logout L AEt 5] = View Administration ©

View Al Paysiips ©

@ Administration

£600

£2019 Gatasy Payoll A1 ights reserved
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Click the Enable 2SA button.

& Employer Dashboard

.'.: Documents Emplaoyoes
1o new documents Show ermployoes
& Notifications @ o)
@ Documents & Home - My Settings
ePayslips 7
£ ePaymi My settings
Employees
» st & My Key Info © My Account @ My Settings @ Privacy & Terms
£ Statistics
@ Reset Account Security B Use 2 Step Authentication as part of the logon process

€ Administration When you reset either your password, your usemame of your memorable word you will be logged out of the

2 Step Authentication provides additional security for you when logging into myePayWindow. If this is not already
website automatically and you will be sent an emasl with a link that wil allow you to complete the reset process:

enforced for comphance with company policies you can enable this for your own personal use via the seltings

o below. If 2 Step Authentication is enforced as a company mandatory requirement you will be unable 1o alter the
& Privileges

below 2SA Settings

To Enable or Remove 2 Step Authentication click on the button below:
® Logout

+ You will be asked to create a memorable word between 6 and 12 characters in length

+ Once your memorable word has been set-up, you will be asked to enter 2 random characters from this
word each time you log in

+ If you forget your memorable word, you can reset it during the logon process

+ If you wash to Remove 2 Step Authentication, click the Remove 2SA button to remove the memorable
‘word from your login

©2019 Galaxy Payroll. Al rights reserved

Q]

If the Enable/Remove button is greyed out 2 Step Authentication has been enforced and you cannot
change this setting.

Click on Confirm to set up your memorable word.

Enable 2SA

Are you sure you want to Enable 2 Step Authentication on your account? Click on confirm to be
directed to the login page where you will be asked to create a memorable word.

Cancel Confirm

Enter the log in details as normal, click on Login

my @ PayWindow

Star n
nt

Forgot Password? Forgot Username?

aIRIS

After entering their username and password the user can ‘Set-up’ their memorable word. The

memorable word which can only contain letters and digits and be between 6 and 12 characters’
length
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First time memorable word

my@PayWindow

Please enter the new memorable word you would like to use

Memorable Word n

Confirm Memorable Word

Once a username & password is entered a second page is displayed where the user can enter two
random characters from their memorable word.

A message is displayed if incorrect characters are entered.

To reset the memorable word, click on the Forgot Memorable Word? link to start the reset
process.

my@PayWindow

Enter the following characters from your memorable word:

1st:[A V] 4th -

Forgot Memorable word?

JIRIS

Enforce 2FA for Employer users

2FA can be enforced under Administration for Employer only users or Employer & Employee
users.

Once 2FA is selected, the option to select 2FA on Employer Users only will appear. Tick the
box to enforce 2FA for Employer users only. Save employer details. If the Employer only
box is left un-ticked, then all Employer & Employee users will have 2FA enforced.
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B Enforce additional authentication for Employer & Employee Level Users

2 forms of optional user security authentication can be used in addition to the standard username and password:

» 2 Step authentication 25A — Requires a user to set-up a memorable word from which they will be required to enter 2
random characters from this word each time they log-in to gain access to their account.

« 2 Factor Authentication 2FA — Requires a smartphone ‘Authenticator App’ (Google / MS /Authy/andOTP are some
examples ) Each time a user logs-in they will additionally need to enter a code generated by the authenticator app to
gain access to their account.

If additional authentication is not enforced, then 2SA/2FA Authentication can be optionally enabled by individual user via the My
Settings/My Account pages.

By default additional authentication is not enabled (None). Use the drop-down selector to choose to enforce either 25A or 2FA.
Then click "Save' at the foot of the page to apply.

Enable 2FA v
Employer Only

Once 2FAis enforced:

« All Employer & Employee Users (unless you have selected Employer only) will need to download a smartphone
authenticator app and when they next log in, scan or copy/paste the QR code to link their account to the app.

« On subsequent login the user will be required to enter a code generated by the app.

» If a User is unable to access their smartphone they can reset 2FA during the logon process. Click on Forgot
Authenticator and enter your username to receive an email link to verify your identity and reset 2FA.

« [f you only require Employer Users to have 2FA enforced here, tick the Employer only box above. All Employer users will
need to scan a QR code when they log in.

Save Employer details

Once 2FA has been enforced, the user will be prompted to scan a QR code when they next
log in.

First time Authentication

my@PayWindow

Scan the QR code or add manually your code using a
mobile authenticator:

Type the following code in your Authenticator App
GE3DKODDGAZGELJXGE
Enter the code provided by your authenticator app:

Enter the code

Ensure you have your “authenticator app” installed on your smartphone.
Scan the code or enter manually to access your account.

Note: If you are using your smartphone for first time authentication, either copy and paste
the long code or hold your finger down on the QR code. You will be asked if you wish to
open in “Authenticator”. Your chosen authenticator app will open, and you will be asked to
add the token.
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The app will provide you with a code which you will need to enter to access your account.
Enter the code provided and you will access your account.

my@PayWindow

Enter the code provided by your authenticator app:
Enter the code

Forgot Authenticator?

METCRAFT
JIRIS s

wowwe. myepaywindow.com
Security Audied 2019-09-22

M Click to Verty

If the account is locked the user will need to wait an hour to re-enter or contact their Payroll
Department/Employer to unlock the account.

Forgot Authenticator - reset during login

my@PayWindow

Enter the code provided by your authenticator app:
Enter the code

® Login
Forgot Authenticator?

n S e——
JIRIS Pt A

Click on forgot authenticator?

Enter your username to receive a reset link via email. The User must provide the
verification details in the email to reset the authenticator and gain access to their account
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my@PayWindow

Have you forgotten your 2FA Authentication?
Enter your Username and we will send you a link to reset it.

Username n
® Submit

If 2FA is not enforced, a user can Remove 2FA from their account via My Settings/My
Account and the Remove 2FA button.

= Celestial Limited 4 a O Alphs Contauri-

‘@ Employer Dashboard
& Notifications @) %
@ Documents W Home . My Setings
e My settings
IEE &My ey o ) vy Ancount. @ Wy Semngs & Privacy & Terms
B Stalistics
@ Resat Account Sacurtty @ Use 2 Step Authantication a5 part of the logon process
& Administration P — o bt st s Bkt i s
vy o e e e i o H - o o a1 e . o 35
w0 Privileges —
B T T T rr—
o Logout o il b skt ot memarabie word betwsen 304 12 charaie n et
- Gron stun,
- 1 o gt your i werd. Y e e o o g pacen
B Remove 252

Once a user has confirmed this action, they will be directed to the login page.

Remove 2FA

Are you sure you want to remove 2 Factor Authentication on your account? Click on confirm to
be directed to the login page where you will be asked to scan or enter a QR code to confirm the
action.

Cancel Confirm
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Enter the Username and Password
my@PayWindow

PLEASE ENSURE YOU LOGIN NOW TO CONFIRM YOUR ACTION

Simpsonl1!

Forgot Password? Forgot Usemame?

Enter the code provided from the authenticator app to confirm the removal of 2FA
my@PayWindow

Enter the code provided by your authenticator app:
Enter the code

——E
METCRAFT
. I www.myepaywindow,com
Security Audied 2015-09-22
‘ Click to Venfy

Individual User 2FA Activation

An individual can Enable 2 Factor Authentication for their myePayWindow account provided
that 2SA/2FA hasn't been enforced via Administration at Employer/Payroll Department Level.

From the Top-bar click on the username and My Settings.

= Celestial Limited
@ ErpioyerDastoors s
=@ P <o Guide
& Notiications @ d
® Feedback
& Documents A Home « Employer Dashboard. O Logout
£ Approvais FROM YOUR BUREAU
1 ePaysips COVID 19 - Please see Useful links for updated information
Penca: 8
W Eavioreey Pay date: 0002019
8 Statistics NET PAY GROSS PAY
£ 1950628 w)) 2508334

‘o Administration

Priviieges &
S (® MY COMPANY INFO % USEFUL LINKS Emplayer v
a SPA Y summasy of your company infoemation Usefud ks set up fo you by Star Busea Linted
o BAS?S,BL N :11:v COVID 19- Suppor o Busnes

Payroll Professional - myePayWindow user guide — V22 (U1-2022)



On the My Account tab, click the Enable 2SA button.

If the Enable 2SA/ Remove 2SA button is greyed out, 2 Step Authentication has been
enforced and users cannot change this setting.

Click the enable button to set-up 2FA

= Celestial Limited 4 o O mmcmnn-
- oyw Dashboard P
.

By defaut addmonal authentication is nol jed (NOne) uniess entorced. Use the GIop-down Seseck
I -

Click on confirm

Enable 2FA

Are you sure you want to Enable 2 Factor Authentication on your account? Click on confirm to be
directed to the login page where you will be asked to scan or enter a QR code

Cancel Confirm

Users will be next asked to enter their username & password, after which they will be asked
to scan the QR code or add manually using the authenticator app

Ensure you have your “authenticator app” installed on your smartphone.
Note: If you are using your smartphone for first time authentication, either copy and paste

the long code or hold your finger down on the QR code. You will be asked if you wish to

open in “Authenticator”. Your chosen authenticator app will open, and you will be asked to
add the token.

The app will provide you with a code which you will need to enter to access your account.
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Enter the code provided and you will access your account.

First time Authentication

my@PayWindow

Scan the QR code or add manually your code using a
mobile authenticator:

Type the following code in your Authenticator App
GE3DKODDGAZGELJXGE
Enter the code provi by your i app:

Enter the code

Enter the code provided
my@PayWindow

Enter the code provided by your authenticator app:
Enter the code

Forgot Authenticator?

- B
JIRIS b AR

Restoring Data and myePayWindow

When a Data-file is restored after it has already been connected to the Portal a warning message will
appear in Payroll Professional when you ‘Connect’ the Employer after a restore. The message will ask
for your confirmation to identify the employer and reconnect to existing data. Click yes to retrieve the
ID if you wish to have access to historical data, click no to create a new Employer ID.

Payroll Professional Ea

This employer already has an EmployerUID attached to it. Would you
\ | like to retrieve this ID?

L v

Please note: You may need to re-enter data if you restore e.g. New starter information. See
separate myePayWindow FAQs for further scenarios on restoring.
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Setting Employer contacts for Group reporting

Once you have set up Employer users, you can set these as the default recipients for Group reports
using the myePayWindow tab of Client Report Macro settings section on the Employer details

wen.

. Client Report Macro Settings
/ MNotes
' Email *TmyePayiWindow | -
@ Expats Define the default employer contacts reguired for report macres and group reporting.
. Mr Alpha Centauri ;Mrs Rebecca Sun ;Mrs Penny Wise
(%) Extra Details

Diary Il/

Macro Password

Click on | button to choose the Employer contacts:

8 Select Employer Contact(s) et

He

0K Cancel

Contact

Til | Forename ' Surname | Email il

You can select more than one Employer contact by pressing Ctrl-click, click OK to save and exit.
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An action to Delete an Employer User in the Portal will only be available as follows:

For Payroll department users only via Employers / Employers listing page, Administration

For Employer Users via their Portal Administration-Users page

For Payroll department and Employers, a User can only be deleted (the delete action will only be
available) when the Employer User Status is either ‘Unregistered’ or ‘Invited’

< Bureau Dashboard @

A Notifications

@ Documents

H Clients =
©f Administration

] = |
& Privileges

O Logout

Notes: When an Invited Employer user is deleted from the Portal, their status will change in Payroll
Professional to ‘Unregistered’. When the Employer, myePayWindow User Maintenance
screen is next opened the user can then be deleted in Payroll Professional

If an Employer user leaves the Employer and they have an activated Portal user account, the user
cannot be deleted but their Portal account should be deactivated, in Payroll Professional go to
Employer, myePayWindow User Maintenance (Edit) and use the toolbar Disable button to
deactivate their account.

22 myePayWindow Employer User Maintenance (Edit)

e @ @ EF

Prev Mext Select Cancel Connect Disable Resend Invite Print Form

The Employer User can also be Deactivated (only by a Bureau user) via the Portal, see the Portal
screenshot above.
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If an Employer leaves you as a client, you will need to instruct us to remove-anonymise the data so
that it is no longer visible nor accessible via the Portal. When we do this the Employer and all of the
data related to the employer are removed, therefore all employee and payslip data will no longer be
visible. To allow Employers and Employees to download data prior to removal there is normally a 3-
month notice period for removal. This action cannot be undone so we need you to confirm your
instructions in writing to our support desk.

B Clients

]|

Name A NoEmployees Contact PhoneNumber
Celestial Limited 7 01923 246414 +
Remove Emplyer 2 01273111111 o

Star Bureau Ltd 6 Holly Daypay 01273300715 o

o] -]

Name A No Employees Contact PhoneNumber

Celestial Limited 7 01923 246414 +

Star Bureau Ltd 6 Holly Daypay 01273300715 +

Showing record: 1 to 3 from 3 item(s)

All data related to the Employer will appear as ‘na’, all names addresses any personal information will
no longer be visible.

A Portal user’s status (Bureau User, Employer User, Employee) shown in Payroll and/or the Portal, will
be one of the following;

B Unregistered — user (Bureau User, Employer User, Employee) not yet invited

Invited — Invitation sent from Payroll Professional no action taken by user yet

Activating — User has received invitation and is going through registration

Activated — User has completed registration and is set up

Deactivated — User account has been Deactivated by Employer or Bureau

Declined — User has not given Consent, or withdrawn Consent

Locked — User has five failed login attempts, account locked for one hour. From V9 (U2-
2020) the locked status will no longer show in red. You can view if the user is locked by
selecting the Reset/Unlock action.

Privacy Pending — User has not yet agreed to recently updated terms of use/Privacy

B Unknown — unable to connect with Portal to establish status
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Employee invitation to the Portal

Once the Employer and Employer users are set up to use the Portal, Employees can then be set up
and invited to register.

This is a 3-step process:

1. Check Employee details are complete on Payroll Professional before inviting to the Portal.
2. Invite an Employee to the Portal from Payroll Professional from an open Payroll data file.
3. Verify Employee user connection — check the Employee user status in Payroll Professional

Note: CIS sub-contractors can be invited to the Portal by following the process above.

At the moment the Employer is ‘connected’ (see Employer Connection) all their employees are
allocated a Portal Member ID, this can be seen in the ‘myePayWindow secure transfer’ screen, go to
Data, myePayWindow, and then Users tab.

In order for Employees to be connected to the Portal their record must include;

B  Member ID — this must be populated

Date of Birth

National Insurance Number and / or Passport

address line 1

Valid Email address — should be for an individual not group email

Note: If a CIS sub-contractor does not have a National Insurance Number and Passport, enter a
memorable word in the passport field within Payroll Professional so the sub-contractor can register
successfully.

It won't be possible to select an Employee for invitation if the minimum data is incomplete. You can
use Payroll Professional’s export and import features to update the required details in bulk if required
(see the separate documentation on how to do this).

Note: You may have to drag columns and place in position to see all columns together

@ myePayWindow Secure Transfer
4 /| <l
-uEl 7\ @ o l:‘ Payslips from 16 Jan 2018 Bl
Add View Delete Send Invite SelectAll SelectNone Done
Users. @ Invile ¥ Leaver ¥ Stahs ~ EcRef | Title V Firstnome 7 Surname  ¥|NINumber ¥ Passport Number V|NiLefier ¥ DOB V| Email ¥ MemberlD
48 Emplayees (9 Mrs lohnny Rotien CA123654C A 1710811861 | fox.clare@ymail.| 0724cfba-51c4-42b5-8d25-15(
v Mr Adam Ant BB123654A A 1710311961 | foxclare40@gm | 256badch-b5b5-41ad-8555-bil
8 Employer Ms Sarah Green CA3876548 J 1400211980 | Clox@star-payr. | 29dc4943-e3b3-dedbi74-ae!
Mr Roger Rabbit ABE54123A A 0101/1962| Clox@star-payr.. | 2d65a5c8-1803-4580-2136-b5
Mr Richard Burton AAS54123A A 0101/1962| Clox@star-payr.. | 8afffo80-d80c-4b7b-83ce-a27f
Ms Elizabeth Taylor CASB7654D A 14/02/1855 | Clox@star-payr | 9455a3a1-0308-4417-a861-86¢
» i James Brown CRTFIEBAE 'y T7i68/1965 " fox clarc@ymai_ 2 18adBcd-ad d6-4035-a06
Mr Jomes Dean AAS541238 A 0101/1960] miisury@star-p_ | alc7Bdal-Sdeb-4dTe-ab2c-fk
@ s Jessica Rabbit CASB7654A A 14102/1955 Clox@star-payr.. | {8884da5-f854-4c83-Befb-aeSt
Secure Transfes
Users
« W »
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To populate or update mandatory data. Go to Data, Employees, select the employee from the
listing to update their employee record.

Admin Tables Data Run Utilities Reporting Help
¢ b 23] 23] (= = = i
2 & @ & & & B ¥ BB & ¥ ve @ @ &
Banks Import = Employer Analysis  Cost  Pensions  Holiday Pay Pay EeExtra Employees Batch Tax Audit  Audit  Star  myePayWindow  ePayslips  Replace  Passwords
Groups =  Splits ~ - Schemes | Components = Rates = Details ~ CodeEntry | Settings Trail  Link~ - Expressions
Global Employer Pay Settings Employee Miscellaneous

Select the Employee to update then double-click to open the Employee record.

o ke

obel

Home | HEmployms
Homa Pagaa

4 [N~ JF———.
ﬂm.er.umv,x Fmplopees Sesrch

@ TEei TRa TRunGrow 7 PayGrake T CostCenm 7 Frequmey ¥ Bromh
v i

T Tie "
wn e ™ Bngn
13 My Samien Detu] Moty Hore
i " Sy et berty Home
0 3 Culen Detu] Wantty Bighion
1 " Hoseel Detu] Wory =

7 " Farrwdy ] Wty od
05 s Lablare etui] Mertty
22 " Wattems elu] Wty
HE 3 MaDeraid Pelua] Wty
010 s " etu] Meee;
0 " Faabia elua] Mot

WSter ertner = x

[T —
R

Lagm ae - ADMI_ 20122018 11

Make the necessary changes, click OK to save, the changes must be sent to the Portal before inviting
the Employee to the Portal.

B8 Employee (Edit) X

X i ﬂ @"‘ g“ D: 11

i Prev Next Select OK Cancel QuickReport PrintForm

Ref: 11 Forename : | Alan Sumame : | Allen NI Number :  AR111223D NI Letter: A
Employee Address
@ . Personal Details Employment Details
=2 Reference 11 Start date 120207 | =[]
digg- Payments Title Mr -] Transfer date -]
% Gender Male -
Analysis
Marital stetus - | Unknown - ePaysiips
i Forename : Alzn Email address : | nl@starpayrol com
e Sumame Allen
B Pae sna Suaen L Leaver Details
Address Alexander Avenue
Leaver
ﬁ Pay Components .
@ Pensions Leave date ‘ = Hx‘
[ Payments After J
Q Expatricte Posicode BN34FR R
Country .
caver
&% Holiday Schemes Passport No
Date ofbirth N Leave date: (@ Mot Submitted
Attachment of Earmin. =te of birt otumise (o] e O submitted

RTI
o absence
3 Irrequlzr Employment
Sterting Decleration: | This is my only job -
-
Omit From RTI
Benefits in Kind
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Any changes made to the Employees data will be sent to the Portal Outbox in the myePayWindow
Secure Transfer Screen, this is accessed from the Data tab, myePayWindow. To send the changes
to the Portal Click Select All and then Send.

secure Transter

If you try to invite an employee that has had information added to their record, but the changes have
not been sent to the Portal you will get the following message:

Payroll Professional >

I Employee invitation failed.

Data missing : Email Address

Please ensure you send the ‘data changes' in the outbox
before inviting.

Employees that do not yet have an NI number, for, example Expats or CIS sub-contractors, can be
invited to register on the Portal provided that a Passport number is added to their Employee
details.

Note: During registration on the Portal, an Employee without an NI Number will be prompted
instead to enter their passport number to verify their identity

When all relevant data has been entered and mandatory fields are complete, Employees can then be

invited. From the secure transfer, Users screen, those employees with complete data will have a tick-
box available in the invite column. You can either choose Employees individually by using the tick box
or Select All and then click Invite.

This will send an email invitation to each employee who will then be able to complete Registration on
the Portal (the same process as per the bureau and Employer users; so Verification, Consent
confirmation and Account set-up).

50
Payroll Professional - myePayWindow user guide — V22 (U1-2022)



(@ myePayWindow Secure Transfer o x

O XD e L] |4

i Add View Delete Send Invite SelectAll SelectNone Done

7 Firstname  V Surname 7 NINumber ¥ DOB ¥ Email 7 Branch 7 Department V¥ Costcenre ¥ MemberlD ¥ Invite ¥ Leaver ¥ Status |
T i - - S— e
Donald Duck CB123654A 1709/1961  fox. Brighton Payroll ‘63ece3d5-edBe-45b4-869-50bb7 274383 & &
Minnie Mouse (CA3B7654B 14/02/1955  Clox@star-payr. | Brighton Admin Accounts 3d2b0e2f-b0f0-46cb-8708-bd86a738edfa & (&
Mickey Mouse ABB54123A 01/01/1962 | Clox@star-payr. | Brighton Admin Accounts 3bc7a015-0173-43f0-2536-e501084be5T [al @

Invite Employees to the Portal from myePayWindow

Bureau and Employer users are now able to Invite/Re-invite multiple employees. The new
functionality will enable users to view missing employee information

As a Bureau user navigate to Employers/Employees

Star Bureau Limited 4 o  ONPayol-

= Bureau Dashboard

A Notifications
B Ciients @ Home > Clients Listing
= Statistics Clients

o Administration B Chlants - Yourcurmant Cherk [ 2 Coriomtamazr |
s B

o SPA
=] Name Wo Employees Contact PhoneNumber

@ Logout [m] [ Colastial Limited 13 Alpha Centaurl 01923 246414 -

L3 L}
e P

O [ Heavenly Pies 10 Backy Wight 01273 715300 +
O [ strBueay 6 N Payroll D1273TIE300 +
o [] supemova Company 10 Simon Ayhard 01273 715300 +
[m] -] The Constellation Comgany 19 Carl Simpsan 01273 300715 +

Shawing record: 1 10 & from 5 fem(s)

©2020 Galaxy Payroll Allights reserved

Click on Invite/Re-invite action in the top right corner

= Star Bureau Limited

«& Bureau Dashboard & Home » Clients Listing - Employees Listing for Celestial Limited

& Notfications Employees

B Clients

€ Statistics 5 Employwss

o Administration Sownch: -- Curent v

# Privileges [m EeRet FirstName Lasthame A Banch Dept cc Lastinvite

. o ©» 1’ Amanda Ardron Hove Support [Defaul] Thu 2610812019 1440 +
O s 5 O Angela Bealey Hove Support [Dsfaul] +

® Logout
o " 1 Mark Dowiing Hove Support [Default] Thu 2610972019 1207 +
o n 12 & Fred Grantham Brighton Sales [Defaul] Th 2610812019 12.29 +
o 1 win Greenfield Brighton Sales [Defaul] acTaTED Thu 26/092019 1500 +
(] 6 6 4 Azmat Hoddell Brighton Sales [Defaulf] Wed 24/04/2019 1427 +
D4 4 Julie LeMaire Hove Sales [Default] pr— +
o |1 1 Howard Matthews Brighton Sales [Dotault] ACTIATED *
o % 16 Bocky Middieton Hove Sales [Default] === +
o 5 15 £, Chioe Willow Hove Support [Defaul] | scmnac=s | Thu 26/09/2019 14:40 +

Showing record: 1 10 10 from 10 tem(s)

Actions on - - "
selected
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A pop up will appear which details the employees that are available to be invited, these will include
users that are an unregistered or invited (but not activated) on myePayWindow.

B Invite/Reinvite Employees

=]

O EbD v EmployecRer Firstlame Lasthome
o 1 Becky Wiadeton
o = 1 Amanda o

o 2 Frea Grantnam
o e o Azmat Hoddel

o g sesiey

o 4 . s Lo

On the top right there are two dropdowns.

or Missing information

NiNumber

AAT234004

AA1234124

AAT245604

AABEEB68A

AASE5555A

Passportumber

11000812

nuovOwIET)
naotomters | [
naovomoro [
naotomters | [
nuoOtIET)

hu 0100111670

Can be invited ~  Cument v

DoB  Status Last Invite

Thu 2610912018 14:40

Thu 2610072019 12:20

Wed 2410472018 14:27

B Invite/Reinvite Employees

(=] |

O e0 v Employeeker Firsthame Lastame
o 1 Becky Madeton
o 1 Amanda o

o 1 Fred Grantham
o e s pamat Hoddel
o i3 Beatey
o 4 . s Le

NiNumber

AAT23400A

AA123412A

AA124560A

AREBE666A

AAB55555A

Passportiumber

811000812

hu 01011670
hu 0110111670
hu 0110171670

E=1

E=1
novontero [

=

nuotonere | [y

Dog

26/00/2010 14:40

Thu 26/00/2018 12:20

Wed 24104/2010 1427

e All - All Employees available for invite

e Can be invited — These employees have the required information to be successfully invited

e Missing information — These employees require further information to be completed before
they can be invited. This will usually be an email address, NI number or Passport number.

BB Invite/Reinvite Employees

O EeD + Employee Ref FirstName

o 8 E AP Eight

LastName

Pelevend Two

Email

NINumber

JR450617A

PassportNumber

Thu 01/01/1987

Missing information  ~| Curent  ~

DoB  Status Last Invite

To Invite employees, use the boxes on the left to select individuals or tick the top box to select all
Click on Invite/Reinvite to invite these employees.

B Invite/Reinvite Employees

a

13
12
s
5
1

NiNumber

AA1234004

AA1234124

Aat245808

AABBBBBBA

AAB555554

PassportNumber

811000012

Can be invited v Curmrent v
om st Lastimis
Tha 10111970
oo [ Th 26002019 14:40
muovariero [ Thu 26002019 1220
oo [ Wea 24842018 1427
Tha 10111970
Tugtt9T0

Confirm that you would like to multi-invite these employees
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Multi-invite User

Are you sure you want to Multi-invite these users 7
This action cannot be undone.

@ Mult-invite

The second dropdown allows you to filter by Current employees, Leavers or CIS.

D Invite/Reinvite Employees.

Seseh BEy - Canbe

- EeD ~  Employee Ref Firsthiame Lostheme Email NiNumber Passportumber DB Status

o m® 10 Becky Mddieton danelle simpson@ir co vk AAtzG0A Thu o187

ol e | A Andron ety Antz34128 P —

2 2 Fred Geantham darile simpaon@ic.co ok Ant24500A L | Thu 26092019 1228
o s 3 Azmat Hoddell andy francis @abjectpower net AABBEBEEA Thuotovero | [N Wed 24/04/2018 14:27
o s P— Basiey e AnSSS55A P —

o s . i Lot ntancis@star-payrlcom st1o00s12 Tha B101870

Verify Employee User connection

The status of the Employee will change as the registration process is followed and completed. The
status steps are shown below (note these apply to Bureau and Employer users too).

No invitation E Invitation D nvitation Employee is

sent,

Employee

could be
invited to
the Portal

Not Connected

‘S sent to the

= employee
but process
not
complete

+ link has been

Z clicked but

< registration
is not
complete

set up and
activated.
Employee
now has
access to

p Portal

)

To check the Portal status of Employee users, in Payroll Professional go to the Data tab,
myePayWindow, Users. The status column displays the current status of the Employee Users (see
section on Portal status definitions for more details).

() myePayWindow Secure Transfer x
O KD e [ ]
i Add View Delete Send Invite SelectAll SelectNone = Done
Users 7 |Firstiame  ¥/Sumame 7 NINumber ¥ DOB 7 Email 7 Branch 7 Department ¥ Costcentre 7 MemberlD V/Invite 7 Leaver ¥ Stams ¥
5 Empl @ Tom Jerry AAI23654A 01/01/1980 | Clox@star-payr_ | [Default] [Default) [Default) 382784bd-01b1-4ec5-b3aa-181996ce24b4
i Donald Duck CB123654A 171081961 fox.clare@ymail.. Brighton Manzgement  Payroll 6aecedds-edde-45b4-863-50bb7270a388 Not_Connected
8 Emeloyer Minnie Mouse CASETESAE 140211955 Clox@star-payr.. | Brighton Admin Accounts 342b0e3f-b0f0-46cb-8708-bdBEaT Bedfa
Mickey - Brighion i A3fd b6 cbdlaldbebi 1 _(
Secure Transfer
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Activated employee user Portal accounts can be deactivated by Bureau or Employer users via the
Portal. This can only be done for employees that have completed the registration process and
activated their account.

If an Employee asks to be taken off the Portal, you have to instruct us to remove their data and
access to the Portal. The Employee and all of the data related to the employee will be removed-
anonymised. Employee aggregated financial values will remain on employer payroll summaries for the
current tax year but will not be attributable to any individual. Once removed all data for Employees
‘removed’ will display with ‘na’ (See Remove Employer Client section for examples). This action
cannot be undone so we need you to confirm your instructions in writing to our support desk.

Employee leaver user accounts are handled as follows on the Portal:

Their account will be disabled automatically 15 months after their leave date (during which time they
can access and download payslips and documents as required, this is in line with P11D requirements)
1 months later their Portal data will automatically be anonymised in the Portal

When an Employee leaves an Employer they should be flagged as a ‘Leaver’ in Payroll Professional.
Go to Data, Employees button and set the Leaver flag and the leave date (the leave date may have
been populated in advance when the Employee gave notice).

8 Employee (Edit) *

i H ﬁ K& %j ID:3

Prev  Next Select OK Cancel QuickReport Print Form

Ref: |2 Forename : | Amanda Surname : | Kennedy NI Mumber : | AA333333A LEAVER
Employee Address
) Personal Details Employment Details
i’ & Address
Reference 3 Start date : 01 Mov 2017 ‘ ||x‘
Payments Title Mrs - Transfer date : b g
: Gender : Female -
Analysis §
Marital status Unknown - ePayslips

Forename : Amanda Email address :

Surname : Kennedy

_-1 | PAYE and Student L. Leaver Details
T Address : Test Address 1 ~
N Leaver : ¥ O
m Pay Components Test Address 2 . I
Test Address 3 e
A i Leave date :
(Cﬁ Pensions Test Address & | = ]|
. Payments After .. |
@ Expatriate Fostcode BNT 16X
Country 7
eaver
8&, Holiday Schemes Passport No:
Date of birth - . Leave date: (®) Not Submitted
Attachment of Earnin... ate of birth - 01 Jan 1570 =] Aee: () Submitted
RTI
W A
.! Absence Irregular Employment
o Starting Declaration This is my only job -
= & Omit From RTI

'—i Benefits in Kind

Click OK, to save. The leaver flag and leave date changes are sent to Data, myePayWindow Secure
Transfer out box from where they can be sent to the Portal.

Note: The leaver Flag in Payroll means that this Employee should no longer be calculated and the
Employee has left employment. The leave date is the planned or actual date of leaving.
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On the Portal the Leaver tick-box setting informs the Portal that an Employee should be
displayed in the Employers Leavers View as they have now left.

On the Portal the Leave date is used

- To calculate the 15 month period that an Employee’s account will remain active and
after which it will be deactivated

- To calculate the 1 month period after which the Employee’s data will be

anonymised
Employees that have been marked as leavers can be seen in the Secure Transfer, Users screen and
are automatically flagged with a tick in the Leaver column for the Portal once the setting on the
Employee Record in Payroll Professional has been set.

@) myePayWindow Secure Transfer o x
7
w € KO e @A
Add View Delete  Send Imite SelectAll SelectNone  Done
Users. ¥ Firstiame  7/Sumame ¥ NINumber ¥ DOB ¥ Email 7 Branch 7 Department _|Costcentre 7 MemberlD T Invite ¥ Leaver 7 Status 7|
Howard Matthews ARTTITTA 701570 Fme@odesial e Brighion [DcFaull] [Defauil] 4da24add Jaac 4d7a 9621 BRTEITE1TE Activaled i
]
Barry Rashid A8 01/01/1870 [Defaui] [Defaul] [Defaut] fbd4530-090b-£ed0 bEbb-7 1d7be6E20e
& Emloyer Amanda Kennedy 01/01/1870 [Defaul] [Defaulf] [Default] 023f2342-5492-4bf8-bo2d-e64341cc1950 [
Julie Leliaire ] [Defaull [Defaul] [Defauit 3123455%-€152-49e3-34d7-38 120c2db215
Angela Bealey [Defaul] [Defaul] [Defaul bBd2b5a3-241-48ce-34f-516db3Baatcl
Azmat Hoddell Brighton [Defaul] [Default 4346oecb-dbbg-405e-a1c5-81e328722744
Pippa Bamden Brighton [Defaulf] [Defautt] 77937cf9-264-4f28-815-0cbEE00=d556

‘Secure Transfer

Users.

Employers and Bureau users can see Employees who have left through the Employees page for the
Employer and using the Leavers view selector:

i Home > Employees Listing

+

Employees
Invite/Reinvite

B8 Employees

Search m Leavers v
a EelD Ee Ref Forename Surname A  Branch Dept cc Status Last Invite Leave Date
o 1 1 S, paysiip smith [Default] [Defaul] [Defaull] @ Fri 14/05/2021 14:39 Sat 01/05/2021 00:00 +
o s 3 S Leaver Smith [Default] [Defaul] [Defauly EZE Fri 14/05/2021 14:23 Mon 05/04/2021 00:00 +

Showing record: 1 to 2 from 2 item(s)

©2021 Galaxy Payroll. All fights reserved

Sending Payroll data & documents via the Portal

A Bureau user can send Payroll data and documents to the Portal to an Employer user account
directly from Payroll Professional, this includes;
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Payslips

CIS Statements

P60s

P45s

P11Ds

Reports

Group reports

Print Macros

AE letters

Other XLSX,DOCX,PDF,XML,CSV,TXT, ZIP,PRCX files

Note: Use a zip file to send multiple files at the same time.

When any of the above are sent from Payroll Professional, the Employer user receives a notification in
the Portal to confirm that a new document or data has been sent.

Considering data protection regulation (EU-GDPR) this functionality offers a secure way, via HTTPS
encryption, to deliver sensitive payroll information to employers.

For Payrolls that are already using ePayslips, historic payslips data will automatically be available to
Employer users and Employees through their new Portal accounts without the need to upload data
again.

When a pay run has been completed, payslips/statements will automatically be sent to the
myePayWindow Open run, Secure Transfer Outbox. If the payroll is not finalised a recalculation
will automatically update any payslips already in the secure transfer outbox that have not yet been
sent. You may wish to create and send pre-approval reports to employers prior to sending final
payslips from the Open Run outbox; to do this, create your reports then use the Data, Secure
Transfer outbox, (make sure the payslips/statements are not selected) to select and send the reports
only.

To send finalised payslips/statements to the Portal, go to Open run, myePayWindow, secure
transfer outbox.

m Home  Admin  Tables  Data  Run | OpenRun  Utiies  Reporting  Help

Q Frequency : Monthly 31 Oct 2018 \:‘: \’;; \ (r’. % E’; (@ @ Q_ @ {—33

Period:7  Month:7  EPSMonth 7 Alarms  Download HMRC  Download Pension  Import  Batch  Calculations  Uncalculated  myePayWindow  cPayslips BACS  Full Payment  Auto Enrolment
Notifications Notifications @ Input Check ° @ Submission ~ Dashboard

Run Details Actions

From the Outbox, you can ‘expand’ a date stamped entry to see its details. In the example below
you can see ePayslips/CIS Statements (x) where x is the number of payslips/statements to be sent to
the Portal.
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) myePayWindow Secure Transfer [Payslips for 31 Oct 2018] o x
[ o) ? .v
7:11 4 ° EI D ) Publish Date | 03 Jan 2019 |.HxMﬁ
Add View Delete Send Invite SelectAll SelectNone  Employer Notes Done
Secure Transfer Run Date
 Type
Inboe (0)
et # RunID v|DocumentName | Documes ni Folder % Sent By V|SentOn  |Destination ¥ Error Message | Transaction Type V| AuditiD | |PayslipNote ¥ EelD 7 Include
nems = 310ct2018
7 Deleted (0) B A ClSStstement
Outbax (3) & Employee B iz NEW CIS STATEMENT 3
7 Employee i na NEW CIS STATEMENT 4
= (&) eFayslips (1)
x 7 Employez @ n2 NEW EPAYSLIP 5
Secure Transfer

In order to set the date from which Employees will be able to view their payslips in the Portal, you
can use the Publish Dates field in the menu bar of the Secure Transfer screen. Employer users will
be able to view Payslips as soon as they are sent to the Portal (and will receive a Portal notification

that ‘Payslips are ready for Publishing”). Employees however, will only get notified and be able to view

their payslip once the date set has been reached. At this time Employers will also be notified that
Payslips have been published. If the Publish date defaults to today or is set to today the employees
will be able to view their payslips immediately and will receive an email notification within an hour.

Please note: If the Publish date is future dated the employee will receive an email notification on the
morning of the publish date (around 8am)

e XO®Z [

S s
4 31
Add View Delete Send SelectAll SelectNone Employer Notes Publish Dates Done

] Secure Transfer
Outbax (6)
Sent
. Deleted

57

| Upload Type
i = b ePayslips
Run Date
25/05/2020
Upload Type
= CIS Statements
Run Date
25/05/2020
EelD
6

|«

7 Note

¥ Forename
Cis

<

V Suri
Cis

Include

&) Select Publish Dates

= -

OK Cancel
Publish Dates
Payslips
CIS Statements
P60s
P11Ds

P45s

Documents

16 Nov 2021

16 Nov 2021

16 Nov 2021

16 Nov 2021

Include
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In order to include an Employer message on all Employee Payslips (this will be displayed at the footer
of the online Portal Payslip) use the Employer Notes button in the menu bar of the Secure Transfer
screen. You can add an Employer note of up to 800 characters. Employer and individual Employee
payslip notes can be used simultaneously.

‘ ‘—\;] X . o D ) Publish Date 28 Feb 2018 [ -] ﬁ
Done

Add View Delete ' Send Invite SelectAll SelectNone | Employer Notes
Secure Transfer RunDate /| |
Inbox () - /7 Edit Employer Notes for run [28 Feb 201] X
& RunID v DocumentName ¥ DocumentF, | TransactionType 7| /AuditD v|PaysiipNote v/EelD ¥ Include v
Senttems 0 28 Feb 2013 ; ﬂ
3 28 Feb 2 i H
+ Deleted (6) Hio

i 0K Cancel
Outbax (7) h

‘This text will appear on all payslips. 777 remaining characters.

Htwil so0n be Sprng |

In order to include a Payslip message for one or more specific Employees (this will be displayed at the
footer of the online Portal Payslip) double-click on the expanded payslips row for the employee
required in the Secure Transfer screen. You can add an Employee note of up to 50 characters.
Individual Employee payslip notes and Employer payslip notes can be used simultaneously.

| @ =]

‘ “ X @ o ’_| ’_‘ > Publish Date 28 Feb 2018 [ ux\‘lﬂ

i Add View Delete Send Invite SelectAll SelectNone  Employer Notes Done
Secure Transfer Run Date.
[Type
Inbex (0)
Sont Homa # RunID 7 DocumentName T DocumentFolder 7|SentOn  Destinaion v Error Measage v Transaction Type 7 AuditD v PayslipNote 7 EelD 7 Include
Deleted (§) e
Outbax (7) PR 3 Employee W nia NEW EPAYSLIP Howard congrat... 1
® 3 ol — 2]
® 3 Empld £7 Edit employee specifc payslip note for 'Howard Matthews' x EY
® 3 Empld ; ]:|‘ 4
x 3 Empld Iﬂ ﬂ 5
x 3 Emold; OK Cancel 3
x 3 Empl 7

‘Thie text will appear on this payslip. 5 remaining characters,

@ myePayWindow S fer [Payslips for 30Jan 2018] =S
'1:,1 x @ o . D ) Publich Date 26Jan 2018 [ ]| ﬁ
i Add View Delete  Send Invite SelectAll SelectNone = Employer Notes Dene
Secure Transfer RunDate
Ty
Inbox (0)
e £ RunID ¥ DocumentName 7| Document Folder T To T/SentBy T SentOn ¥ Destingion 7 ErrorMessage T TransachionType ¥ |AuditlD 7 PaysiipNole ¥ EelD 7 |include
s B 30 Jan 2018
5 Deleled (0) + @ ePayslis (4
Outbas (4)
Secure Transfe:
< »

When Send is clicked, all payslips/statements will upload including those for employees/sub-
contractors who have not yet been invited to access the Portal. This gives the Employer a full view of

58
Payroll Professional - myePayWindow user guide — V22 (U1-2022)



all employees/subcontractors in a pay period irrespective of whether the Employees are using the
Portal for self-service.

Additional paper payslip reports/ CIS Statements (prefix myePay) have been created in Payroll
Professional so that in addition to the ePayslip setting, any employees/sub-contractors will be
included who have not been invited to or are not already using myePayWindow allowing a paper
payslip/statement to be created for them.

Note: If you Invite/re-invite users directly from myePayWindow remember to refresh your data in
Payroll Professional before running the payslip reports. Data, Employer, Update myePayWindow.
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Deleting ePayslips/CIS Statements — Pay run Level
When logged in as a Payroll department User you can delete a pay run.

Choose Client, ePayslips or click on the CIS Statements icon and select the period/run:

= Star Bureau Limited 2 o ONeaml
& Payroll Dashboard
# Notlcations E m
B Employors S Hame , Employers Listng » Paysips by Period for Celestal Limied
& Sttistics Payslips by Period
¥
& Adminisiration @ ®@ @ @
W Privileges i : -
0 PayPerioa

@ sPa !
o oot =] ~— |

o Tax YearParod - e

o » Monasy 3om sapmmos 2018

o a1

o -

o -

o 010

o

§ poooaoo

Click the ‘Delete Payslips’ or ‘Delete CIS Statement’ action and in the warning message; Choose
Delete or NO to cancel

Are you sure?

Are you sure you want to Delete this Pay Period ?

=3
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Deleting ePayslips/CIS Statements — Employee Level

When logged in as a Payroll department user you can delete individual payslips/statements or all
payslips/statements for specific Employees/Sub-Contractors.

Choose Employers, employees, then select an employee/sub-contractor & click on ePayslips/CIS
statements: You can select the view on the right hand side to show current, leavers or CIS

o Payroll Dashboard

& Notifications.

R Employers 5 Home . Employers Listing . Employess Listing for Colestial Limited

= Statistics Employees o +
e Administration Aomisiration LT
w Privileges @ Employees

wseA [ o= [ +== |

© Logout e ERd Pt Lantams o ve

% Payroll Dashboard
o Emplayers <@ Home . Emplayers Listing . Employees Lising for Celestial Limfied . Fayslps for Amanda Ardeon
® Statistics Payslips
& Administration @ @ o ‘
I P Pl PHD  Dsmans  Notfemions
=3

@ Logout

Use the ‘Delete All Payslips’ or ‘Delete All CIS Statements’ button (top right corner of the payslips
listing below) to delete all the payslips/statements in all periods for the selected Employee or to
delete a single payslip/statement from a specific period, click on the pay date in the listing then click
on the Delete Payslip/statement action; the following confirmation message will appear

Choose ‘Delete’ or ‘No’ to cancel,

Are you sure?

Are you sure you want to Delete this Payslip 7
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If you have connected an Employer who has never previously used ePayslips but has been processed
on Payroll Professional for prior periods, historic payslips for the last 30 days only will be added to the
Data, myePayWindow Secure Transfer outbox. This limits the possibility of inadvertently sending
all from the outbox and uploading years of historic payroll data. If you wish to upload payslips for
periods earlier than 30 days previous, click the Payslips from: date selector, and choose the ‘from
date’ you want.

@) myePayWindow Secure Transfer 0ox

K —
1_,;] y @ b D D Payslips frem 10 Jan 2018 i .H)(\dﬁ
Add View Delete  Send Invite SelectAll Select None Done
Secure Transfer RunDate
Type
Inbax (0)
@ |RunID ¥ DocumentName 7 Document Folder 7 To | Sent By V|SentOn ¥ Destinaion W |Error Message 7 Transaction Type ¥ Audii) V| PayslipNoie 7 EelD V| Include

Sent ltems

. Deleted (13)
Outbox (0)

Choose the payslips from the last 30 days to upload or choose an earlier date and you can then
optionally Select All and Send.

From the Data meu select myePayWindow

vV 3 A0 B8 @ B B @ S Y 2 &
Select Re-upload
) myePaywindow Secure Transfer sl

i " x . |:| Payslips from 18 Jan 2021 X q'.]
Add View Delete Send Done

end Re-upload Select All Select None

Extend the frequency to see the payroll runs available. Highlight the run you would like to re-upload.
Select Ok.
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) Re-upload Payslips X

-

Cancel

Select Runs
= Weekly

£ 124027201

Select the Include box for the employees you would like to re-upload to. Alternatively select all or
none. Click on Send

Send Select All Select None Cancel

EelD ¥ Forename | Surname " Include v
1 Christopher Pickford

2 Carl Simpsaon

3 DANIELLE SIMPSON

4 Johnny Baker

5 Zara Lynch

You will receive the following message when the Upload is successful. The Payslips will now show on
myePayWindow.

' Payroll Professional it

o Upload Successful.
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P45s are now available to upload to myePayWindow for leavers.

The leaver tick box and leave date need to be entered within Payroll Professional along with a
successful Full payment submission.

To send P45s to the Portal, go to Open run, myePayWindow, secure transfer outbox.

From the Outbox, you can ‘expand’ a date stamped entry to see its details. In the example below
you can see eP45 (x) where x is the number of P45s to be sent to the Portal.

< s
i x @ o Publish Date ] X @
Add View Delete Send te Sele elect None N Done
Secure Transfer RunDake |
—— Type

inbox (0)

%% @  RunlD ¥ DocumentName ¥ DocumentFolder ¥ To vV Sent By v SentOn v Destinion 7 Error Message 7 Transaction Type 7 AuditlD V PayslipNote 7 EelD 7 Inchude

Sentftems

= Run Date Changes_ & eP45
Deleted (0) + §8 Employee data changes (1)
Outhex 2) 8 e e |
Employer Payroll Emgloyee o e NEW P45 na 0

Select your Client, ePayslips and click on the P45s icon.

€ ©® ® @

Back PGls P11Ds P45s CI5 Statements

A list of P45s available will show on the next screen, from here you can view, download to PDF or
delete P45s

ents Listing
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To Delete a P45 for an individual employee click on Employers, Select the Employer you require.
Click on the ePayslips icon, select P45s and select the employee or leave date. Click on the Delete

P45 icon.

click the Delete P45 action, a warning message will display. Choose Delete or No to cancel.

& Bureau Dashboard B
Notifications. Documents.
TN

A Notifications

& Documents % Home - Clients Listing » F
B Clients P45s

@ Administration
@ Privileges € @ @
Back  P1IDs  PB0s  Payslps  CIS Statements

® Logout

+
+
+
+

Once a pay run has been completed, P60s can be created and sent to the myePayWindow, Secure
Transfer Outbox. The P60 report (HMRC Approved P60 YY/YY) is used in payroll professional to
automatically generate multiple P60s for employees and add them to the Secure Transfer outbox and

from where they can be sent at the appropriate time.

Note: P60’s should be run at the appropriate time of distribution e.g. At year end to
ensure that any leavers that left during the year are removed from the P60 upload. You
are unable to delete P60s from the secure transfer box once uploaded.

You are able to export the P60 report as a document and upload to the portal.

From the Reporting tab choose Run General Reports, Year-end report type, and select the HMRC
Approved P60 YY/YY report.

Note: Other P60 reports can be run via Payroll Professional, but the HMRC Approved P60 format
should be used for distribution to Employees via myePayWindow.

Home Admin Tables Data Run Utilities Reporting Help

i # B B B BE @ W E
s

o= die ‘G - e o B &= W

Groups  Print Print  Run General Favourites Audit Report Define  Macro  Define Quick | Custom Report  Run Custom

Macros Macros Reports Trail Management Macros Defaults Repaorts Management Reports

Group Reporting Run Reports Settings Custom Reports
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Run the report:

T HMRC Approved 50 format for 16/19
© ¢ Expont

3@« + v »
=

1 [nm &-

P60 End of Year Certificate

Empioyes's details

To the employee:

ease keep
will need it if you have to fillin atax

| ) ow)

By law you are required to tell
HM Reveniue and Customs about any #rfund mask 7

income that i notfully taxed, even f you - | | e 00}
are noi sent a iax eium.

HM Revene and Cusoms. — [ 0.00 ][ 0.00 ]

sansy [

When the report is displayed on screen Click *X” to cancel out of the report preview (The Individual
P60s have now been generated and sent to the Secure Transfer Outbox)

To send finalised P60s to the Portal, go to Data, myePayWindow, secure transfer outbox.

Open the eP60 entry to select the P60s to send or Select all and click send to upload to the Portal

@ myePayWindow Secure Transfer

*@)XO\J @ D ‘vw.mm%E@g

Add View Delete Send Inwvite SelectAll Select None

Secure Transfer Run Date
T Inbox (0) i
ot heme #  DocumentFoder ¥ To ¥ SentBy ¥ SentOn ' Destinsion v Error Message v Transaction Type 7 AuditD ¥ RunlD ¥ 7 TaxYewr V.
Run Date : (1 item) & Data Changes & Dex - & eP60

. Deleted (0) # (3 P80 (1)

Dutbax (1)
Secure Transfer |
Users
| < 1

V EelD

To view the P60s in the Portal, navigate via the Employer listing, ePayslips action then click on the
P60s icon, select the tax year:
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= First Payroll Bureau

&8 Dashboard B Fust Payroll Bureau

A& Nolifications

& Documents. @1 Home ; Clients Listing - P11Ds by Tax Year for 34432 - Posigraduale Previous Year Leave
e P&0s by Tax Year

@ Administration

W Privieges €« ® @

Back  P1iDs  Paysips
& Logout
EB TaxYear

= L=

Tax Year v IR Ret

018 BST2 -
- L
2008 DeleteTanvear
Showing record: 1 1o 1 from 1 dem(s)
©2015 Star Computers Lid. Al ights resarved

Click on the chosen employee and the view icon.

Star Bureau Limite 4 o ONPayol- I

& Bureau Dashboard

& Notifications .

@ Documents % Home > Clients Listing » P60s by Tax Year for Celestial Limited > P60s for 2017
H Clients. P&0s
©of Administration
& Privileges 6
Back
O Logout
B P&0s
- -]
a Forename Sumame Tax Year & Pay Tax Deducted
a Howara Matnews. 2078 9555 88 -
20172018
a Amanda Kennedy 20718 5880 792 +
a Jube LeMaire 20718 1760 1584 +

Online P60 view:

rst Payroll Bureau

< Bureau Deshboard
B Pt Payron Bureos
& Noifications
@ Documents < Home . Clients Listing » P05 by Tax Yearfor 34432 - Postaraduale Previous Year Leave - PBO for 2018 » P60
el P80 Tar vear 2018 Neat»
o Administration
This is & printed copy of an P60
# Privieges
@ Logoul [S— J—— o
—— )

e o ot e e

e e e

T — o o et

bt . .

oD . me— m—

. (e BT T

Rt s Cors
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Deleting P60s
Deleting P60s — Complete tax year

Click on Employers, Select the Employer you require, click on the ePayslips icon, select P60s and the
tax year.

= First Payroll Bureau 4 o O DSmpson

= Bureau Dashboard
B Firet Pyl e

& Notifications
© Documents €S Home . Clients Listing - P11Ds by Tax Year for 34432 - Postgraduate Previous Year Leave
eSS P60s by Tax Year
o Administration
@
# Privilages € @ @
Bek  PID:  Papies
© Logout
" Toxveor
o=
o T Year v IR Re
o o s12
o .
Showngracart 110 1o 1 lancs)

€201 Star Computors Lid Allights resarved

click on the Delete Tax Year’s P60s action, a warning message will display. Choose Delete or No
to cancel.

Are you sure?

Are you sure you want to Delete this Tax Year 7

@ Delete m

To Delete a P60 for an individual employee click on Employers, Select the Employer you require.

Click on the ePayslips icon, select P60s and the tax year. Click on the View icon and select the
employee from the listing.

= First Payroll Bureau s © DSimpsan-
= Bureau Dashboard
B s E
A& Notifications
@ Documents % Home © Clients Listing - PB0s by Tax Year for 34432 - Posigraduate Previous Year Leave - PB0s for 2018
A Clients P&0s
o} Administration
W Privilages +
Back
@ Logout
B Pe0s
= =)~ |
[w] Forsnams Samams Tax veor & Py Tax Deducten
O st Faraday s = %065 -
- & L]
O e Ta s 00 w066 +
O | e Gaon s T w068 +
O e Darty s 00 w065 o
[u] Edward Jonnae 1819 7500 066 +
Showing recan: 115 rom 5 s}
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click the Delete P60 action, a warning message will display. Choose Delete or No to cancel.

Are you sure?

Are you sure you want to Delete this P60 ?

Payroll Professional has a section for calculating P11Ds (please refer to the help guide for further
information)

Once the P11Ds have been calculated they will automatically appear in the outbox

/53 B N = : ¢
[ in z ) v
a3 e B 82 @ @ B B B
D 11D Vear:2019/2020 & J o B
Activate Employer P11D Import Calculate myePayWindow P11D Run General  Print Close
Settings Employees = Submission Reports Macros P11D Year
P11D Details Data P11D Reporting Close Year

From the Outbox, you can ‘expand’ a date stamped entry to see its details. In the example below
you can see P11Ds (x) where x is the number of P11Ds to be sent to the Portal.

@ myePayWindow Secure Transfer o x
/ el
| il 0 |&f Paysiips from 01 Apr 2020 NE
Add View Delete Send Invite SelectAll Select None Done
Secure Transfer Run Date
Type
Inbax (0)
ot bk o refesh #  RunlD ¥ DocumentName ¥ DocumentFolder ¥ To 7 Sent By 7 SentOn 7 Destination 7 ErrorMessage 7 Transachion Type 7 AuditlD ¥ TaxYew 7 PayshipNote ¥ EelD
click to refres|
= Run Date : (1 item) & &P11D.

Outhax (1) TestOne Employee [ IED NEW P11D 2019 na

When Send is clicked, all P11Ds will upload including those for employees who have not yet been
invited to access the Portal. This gives the Employer a full view of all employees in a pay period
irrespective of whether the Employees are using the Portal for self-service.

To view the P11Ds in the Portal, navigate via the Employer listing, ePayslips action then click on the
P11Ds icon, select the tax year:

« Bureau Dashboard
r— crens
A Notifications € CAY]

A Clients @ Home » Clients Listing » P11Ds by Tax Year for P11DTESTU2
& Statistics P11Ds by Tax Year
8 Administration @ @

PE0s  Paysips  PdSs Pensions CIS Statements
# Privileges

B Tax Year
& SPA
& Logout

Tax Year w  Tax Ref
2019 948117 -
.
Showing record: 1 to 1 from 1 item(s)

Click on the chosen employee and the view icon.
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& Bureau Dashboard

A Notifications @)

B Clients & Home > Clients Listing > P11Ds by Tax Year for P11DTESTUZ2 » P11Ds for 2019
 Statistics P11Ds
o Administration & P11Ds
# Privileges Search ﬂ“
o SPA u] FirstName LastName
& Logout O Felevend e
e

-]

Showing record: 1 1o 1 from 1 item(s)

Actions on
selected

Online P11D view:

« Bureau Dashboard
& Notifications @)
B Ciients & Home ; Clients Listing + P11Ds by Tax Year for PIDTESTU2 » P11Ds for 2019 , P11Ds
8 Stafistics = P11D

o Administration

# Privileges

Statisics
—

Tax Year & Benefits

201920 100 -

P11D Expenses and benefits 2019 to 2020

@ SPA

© Logout

Deleting P11Ds
Deleting P11Ds — Complete tax year

Click on Employers, Select the Employer you require, click on the ePayslips icon, select P11Ds and the

tax year.

« Bureau Dashboard
& Notifications g

B Clients €% Home » Chents Listing » P11Ds by Tax Year for PIDTESTUZ

& Statistics P11Ds by Tax Year
o Administration ® @2 & @ @
Poos  Payps  Pass  Pensom OIS Sisbmens

# Privileges

- SPA B TaxYear

® Logout = ﬂ E

Tax Yoar % Tax Rof

0 019 sawrT

‘Showing record: 1 1o 1 from 1 temis)

©2020 Galaxy Fayroll. All ights reserved
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click on the Delete Tax Year’s P11Ds action, a warning message will display. Choose Delete or No
to cancel.

Are you sure?

Are you sure you want to Delete this Tax Year ?

@ Delete

To Delete a P11D for an individual employee click on Employers, Select the Employer you require.

Click on the ePayslips icon, select P11Ds and the tax year. Click on the View icon and select the
employee from the listing.

= Bureau Dashboard

e Grents -
2 new documents Show otents e
& Notifications @ cet

B Clients @1 Home ; Clients Listing » P11Ds by Tax Year for P1DTESTUZ » P11Ds for
8 Statistics P11Ds

& Administration = PuDs

» Privileges - =] = |

@ SPA

ttttttt

& Logout Pelove

A warning will appear if you attempt to close the period with data remaining in the Secure Transfer
Outbox.

Payroll Professional

You have unsent items in your Secure Transfer ‘Outbox:

Payslips
CIS statements

Are you sure you want to continue?

You can click ‘Yes’ to continue to close the period and to leave items not sent to the Portal or choose
‘NO’ and you can then send the data (Data - myePayWindow) prior to closing the period.
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With Payroll Professional’s auto enrolment module (AEM) and a correctly configured Pension set-up
for the Payroll, Employee enrolment letters can be optionally delivered directly to their individual
Portal accounts from the AE dashboard via the Secure Transfer Window. Letters can also be
previewed before being sent from the Outbox in the myePayWindow Secure Transfer Window.

Employees need to be invited and have activated their accounts to access their letters.

The following steps need to be taken to send AE letter to Employees:

Configure an AE Pension in Payroll Professional for the Employer/Employees (refer to separate
documentation on how to do this).

In an Open Run, go to Auto Enrolment Dashboard, Click on Setup, Edit Feed, then Edit. In the
Feed Settings, set the *Notice(s) Output’ radio button to myePayWindow. Click on OK to save and exit
back to the Dashboard.

fg The Peoples Pension Version & (Edit) O *

e & | &

0K Cancel Show known fields  Print Form

Pension scheme: | Stellar AE Scheme Frovider: | The Peoples Pension

Feed settings
Feed folder : C:\Program Files (x86)\Star'2017updated\DB\ae feeds | |
Include current employees who have left scheme Include current employees who have not joined

Include current employees who Opted Out of a scheme :

Motice(s) Output : () Disk () Email (@) myePayWindow

To generate the AE letters, go to Auto Enrolment Dashboard, Generate Notice and then Send
Notice. The notices will be generated and sent to the Portal Outbox (and also to the disk location
specified)

© Auto Enrolment Dashboard [Staging Date : 01/11/2017] m]
Frequency : Monthly E ) . E y _ﬂ >
Run date : 20/12/2017 & o ) = ) g J : : s } -
Setup ' Edit ' Pre-Assessment Validate Generate Notice View Notices Send Notice Generate Feed View Feeds Send Feeds Reset
Employees Search w
Jf] EelD ¥V Ref V Surname Y Forename VY Workflow Status 7 NI Number Y Department ¥ Run Group V Pay Grade Y CostCentres Y Branch
» 33 Barnden Amanda Notice Generated  AA333333A Sales [Default]) [Default]
4 4 Bealey Julie Notice Generated Addsszasy Sales [Default] [Default]
1|1 Hoddell Howard Notice Generated AATT . Sales [Default] [Default]
7|7 Kennedy Pippa Notice Generated AATTTTTIA Marketing [Default] [Default]
55 LeMaire Angela Notice Generated AA555555A Sales [Default] [Default]
2|2 Matthews Barry Notice Generated AL222222A Sales [Default] [Default]
6 6 Rashid Azmat Notice Generated AABEEEEEA Sales [Default] [Default]
99 Smith Bob Notice Generated JC862134C [Default] [Default] [Default]
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A message box will notify how many employees have been processed and how many notices have

been sent to the Secure Transfer Outbox.
*

Payroll Professional

Send Motice processing completed.

Atotal of & employeels) have been processed.

A total of 1 notice(s) have added to myePayWindow cutbox

Once the letters have been generated they will need to be sent to the Portal. Got to the Data tab in
Payroll Professional and select myePayWindow to access the Secure Transfer Screen.

BoasGol® k-8B

“\ 8 &

Home Pages
Quick Links.

If you want to preview the letters before they are uploaded either double-click on a line-entry, right-
click and choose from the options or click on the view button from the top menu. Any of these

options will open the document on screen for viewing before sending.

@) myePayWindow Secure Transfer
WP K@ e [] |4
Add View Delete  Send Invite SelectAll SelectNone Done
Secure Transfer RunDate
 Type
Inbez (0)
- # RunID 7 Documen tName 7| DocumentFolder 7 To 7 SentBy T SentOn v Destinsion 7 ErrorMessage 7|TransactionType ¥|AuditD 7 TaxYear ¥ Include 7|
e =1 Run Date : (1 item) & Data Changes & Documents & ePS0.
5 Deleted (0) i Auto enrolement letters. (1)
Outhax (1) [Stellar Team 9 | C:\Program Fis (.. Bob Smith wia Employee &5 nfa DOCUMENT
Secure Transfer
Users

In Payroll Professional go to the Secure Transfer Screen, click on Send
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If you choose to preview the AE letter, it will display in a separate window for viewing:

= Suellar Team_5_M_Joiners_28112017033117_2,pdf - Adobe Acrobat Reader DC - o X
File Edt View Window Help
Home  Tools Stellar Team_9_M_J.. X @ signin
3 n% . =
BEoaEEQA OO '+ KOO ~- RBREAT ©2Z
B export POF v
) Create PDF v
AN e m e -
57 EditPDF v
St Toam Linbed
Bk, ey Dok dir Ln
Watad Comment
won s
2 Nowmbe 2017 P combineFiles v
e seah 0
00 The Koud E Pages
Trasmu Organize v
a— A& Redact
oarsd Q Protect
Stelr
4. Fillasign

7o balp pecgie save more for ther raimant, a8 wnployrs A now reaed by I fo o s
wrbgiacn paceien For certan 31 and pay money Fio k-

=& Send for Signature
»

-~ Send & Track

i Sarafre ham oo
the persion scheme or you mat 31 o the flkaeing artersa.

@ More Tools
You can opt out of yau ward o,

Both St T od
contibage trouh tas retef.

You wll o
receive 4 stake pack of inkormaon ram the pursion ichume. The idwme s rouded by Pucples
Paran.

Yours sinaraly
Bald Guae

Store and share files in the
Iiness Vesson 10 Document Cloud

Lesm More

Step 5 — Notice delivery

The AE letter will be delivered to the Employee’s Portal account (Documents area), they will receive a
Portal notification to indicate a new document has been delivered. The letter can be downloaded and/
or viewed by the Employee from the Portal. AE letters will be automatically deleted 12 months after
the date uploaded. Employees will be notified in the Portal prior to deletion.

= Celestial Limited &' .’ © Howard Matthews~

& Employee Dashboard

R

@ Documents @ & Home . Documents Listing
0 ePayslips
Documents
® Logout
© Documents vour cumant doc
—
Search .
o -- Storage used: 522.27 KB [N CUENt
O vame Recved sz Tvps Status.
(1[5 STELLAR_TEAM_1_M_loiners_17012018031824_1.pdf Wed 174012018 83IKB  asletter Downloaded +

Showing recard: 110 1 from 1 kem(s)

Acsans an - -
selected:

©2018 Star Computers Ld. Allights reserved
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Sending Payroll reports to Employers

Any Payroll Professional standard or custom report can be sent to the Portal to Employers, provided
that the report is exported to PDF format. Existing or new Macros and Group reports can also be sent
to the Portal for the Employer. All reports are generated in payroll first and then added to the Secure
Transfer outbox from where they can be sent at the appropriate time.

Standard single report

From the Reporting tab choose Run General Reports, Custom Report, or choose from Favourites.

Home Admin Tables Data Run Utilities Reporting Help
B & B e b BE ® @ O
o= Ghe Eis 4 i)
Groups  Print Print  Run General Favourites Audit Report Define  Macro  Define Quick | Custom Report  Run Custom
Macros Macros Reports Trail Management Macros Defaults Reparts Management Reports
Group Reporting Run Reports Settings Custom Reports

Select the report you want to run, Run the report:

a' Favourite Reports

@»E‘ & @

Run  Search  Print Opticns  Done

i Destination: @) Screen (DFull screen (O Printer (JFile Filter: @Al (O Select (O Individual Sert

W Report Name " Report Type 7 File Name T Standar 7 Printer Override | Details
3 D Detailed Pay Run #6 Payroll run PARUNG v Cross castem)

Choose Export to change the settings for delivery to the Portal:

[ Detailed Pay Run 26 O %
& Export
5 T i ima
I Main Report |
~
Stellar Team Limited
Payroll Run Details
28 Nov 2017
Tax Coda Pra Tax GU  Abeence  Hollday Fra Tax Taxable
Ral Employee Hame & NI Leter AddiDed Coste Pay Pay Panglon Pay
3 Bamden, Amands 1150L(1) A 3000.00 0.00 0.00 0.00 0.00 3000.00 408
4 Basley, Julie 1150L(1) A 3000.00 0.00 0.00 0.00 0.00 3000.00 4084
Hoddell, Howard 1150L(1) A 3000.00 0.00 0.00 0.00 0.00 3000.00 408
T Kennady, Fippa 1150L(1) A 3000.00 0.00 0.00 0.00 0.00 3000.00 4084
5 LeMaire, Angels 1150L(1) A 3000.00 0.00 0.00 0.00 0.00 3000.00 408
2 Matthews, Barry 1150L(1) A 2000.00 0.00 0.00 0.00 0.00  2000.00 2084 ¥
< >
Current Page Mo.: 1 Total Page No.: 1 Zoom Factor: 100%
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Export file type must be PDF
Export destination set to Portal

File location should be an area where all users can access such as a client file
File name can be re-named as required

Report Export Options x
Export Options
Export file type : POF e
Export destination : Paortal e
File location : |C:'-_Llsers'-x:fu:ux'-.Deskt-:up | I:I
File name : |PARUNS
Page Options
Export All pages ()
Export page range () Pages - From : To:
QK Cancel

Click OK on the Export options, then select for one or more Employer recipients (use shift and select
key), each user will receive a Portal notification.

Select Employer Contact(s)

= ha

Cancel
Contact
Til 7 Forename T Surname | Email il
iMr Betel Geuse nigel pfrancis@gmail .com
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A message box will display confirming that the report has been generated and added to the secure
transfer window, ready to be sent to the Portal.

Payroll Professional

The Report generated has been added to the myePayWindow
outbox for 1 recipient.

Please ensure your Secure Transfer Outbox is sent to ensure
the report is delivered successfully.

To send the report to the Portal, go to the Secure Transfer window from either the Data tab,
myePayWindow or through an Open Run, myePayWindow and click Send.

Note: If you have not yet finalised payslips for sending to the portal make sure that you send
reports from Data tab, myePayWindow and that any ePayslips in the outbox are not
selected (refer to Uploading Payslips section)

@ myePayWindow Secure Transfer o X

P X @l [ &

Secure Transfer Run Date | Type

‘Snebl:’t}:t[eljlv]'\s @ RunID 7 DocumentName 7 Documes nt Folder w To 7 Sent By V¥ SentOn ¥ Destinalion ¥ ErrorMessage 7 Transachion Type ¥ AudilD v TaxYear
. Deleted (1)
Outbax (0)
Secllreirins”f;;m
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Existing and New Print Macros can be delivered to the Portal. Refer to Payroll Professional separate
documentation on how to create Print Macros.

Go to the Reporting tab and select Print Macros, follow the Wizard steps as normal, choosing the
Macro and the reports to include:

% | @ repon o wizars x

] Disply oy p

& ReportMacro Wizms x

st [] seect Hone

& Repor Macro Wamd

Welcome to the Report
Macro Wizard

This izard Gathers the-rfomation recured s °
ot 8 et micro

T contnue, cick Ne.

[ Sk i poge rese e

Carcel

i

From the Options page, Report Destination area select the Portal radio button:

&h Report Macro Wizard >
Options

Select the options required to run the selected reports

() Printer

O File @ Portal

Format PDF

Location :

(®) Specific to Client

C-\Users'\cfox\Desktop

Password Zipped Reports

[[] Ovemde Default Password

< Back Cancel

Next to the Portal Radio Button, click on

,to select the Employer user to whom you wish to send

the Print Macro (‘shift and click’ to select multiple users) Click on OK, to complete.
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Select Employer Contact(s)

O :'
OK Cancel
Contact
Tid 7 Forename W Surname W Email W

Next select the file path, this needs to be in a shared area accessible to all staff, for example a client
folder. Click on Next to continue.

& Report Macro Wizard >

Options
Select the options required to run the selected reports

() Printer

) File @) Portal | Mr Betel Geuse; =1
Format : PDF ~

Location

(@) Specificto Client C:“Program Files {(x86)"Star’201 Jupdated DB Re|

[[] Password Zipped Reports

< Back Next = Cancel

The wizard will now complete the generation of the Macro, click Finish.

&) Report Macro Wizard pas

Completing the Report
Macro Wizard

You have successfully completed the report
macm wiza

The selected macro will be run when you
close this wizard.

To close this wizard click Finish.

< Back Finish Cancel

The report progress bar will appear on screen followed by 2 successive confirmation messages. The
first confirms how many recipients will receive the Print Macro and that it is added to the Outbox in
the Secure Transfer Window. Click OK to continue, a final message confirms the Macro has been
generated.
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Payrall Professional X Payroll Professicnal >

The Macro has generated and been added to the
myePayWindow outbox for 1 recipient.

o Report macro processing completed successfully.
Please ensure your Secure Transfer Outbox is sent to ensure
the Macro is delivered successfully,

Close the progress bar by clicking on Done.

Report Macro Print

Process Status ]/ Process Log ]

Processing : PAAEMSLIM

To send the Macro report to the Portal, go to the Secure Transfer Window from either the Data tab,
myePayWindow or via an Open Run, myePayWindow and Send. If you wish to preview the
macro contents before sending, click on the file and then View from the menu bar.

Note: If you have not yet finalised payslips for sending to the portal make sure that you send Print
Macro from Data tab, myePayWindow and that any ePayslips in the outbox are not

selected (refer to Uploading Payslips section)

) myePayWindow Secure Transfer o x
)X @ul [ A
A |
) A|@ e L
Add View Delete Send Invite SelectAll SelectNone Done
Secure Transfer Run Dale
Type
Inbose (0)
St {3 RunID 7 DocumentName 7 Document Folder V1o VSentBy  VSentOn ¥ Destinaion ¥ ErrorMessage ¥ TransacbonType 7 AuditD ¥ TaxYer ¥
1t hems
Deleted (2)
Outbax (0)
| Secure Transfer
Users
af v

Click Send to deliver the Print Macro to the Employer user recipients chosen.
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Existing and New Print Macros for Group Reporting can be delivered to the Portal. Refer to Payroll

Professional separate documentation on how to use Group Reporting and Print Macros. Group
reporting is done in Payroll Professional without an open Payroll data file.

Go to the Reporting tab and in the Group Reporting group, choose Print Macros.
Home Admin Tables Data

Run Utilities Reporting Help
Raa [_—_—___,‘1 o — — Eﬂ [—'-‘-‘u

e ] 3 = =
Groups  Print

Run General Favourites Audit

Print

® W B

Report Define  Macrc  Define Quick Custom Report  Run Custom
Macros Macros Reports Trai Management Macros Defaults Reports Management Reports
Group Reporting Run Reports Settings Custom Reports
Note:

The recipients for Group reporting are set per payroll data file on the Data, Employer details

(Edit) screen. In the section Client Report Macro Settings. See the section, Setting Employer
contacts for Group reporting.

Follow the Wizard steps as normal, choosing the Reporting Group, the Payrolls:

& Group Reporting Wizard X & Group Reporting Wizard X
Group Reporting Group Select Select All [] Select None
Select the group reporting group to run report macros for
Payrolls Select
. Select the payrolls to run report macros for
Group Reporting Group 7lssaL v v
» [Group reports
e Selecied Y| Client Ref 7| ClientName 7| Data File Name 7| Data File Location
vooq i NewRegUI3  EcRegUl3mcp  CAProgramFiles (s
v ] Stellar Team Li-  Stellar Tesmmep | CiProgram Files (xB6
A m | S
<Back Next > Cancel ‘ <Back Next > Cancel
&} Group Reporting Wizard % &b Group Reporting Wizard pe
Report Macro Sclect Select All [] Select None
Select the report macro to un < Select
Select the reports to run
MacroName ¥
b Selected T FileName  ¥|Report Name + Standard ¥ Printer
v [PARINE " Detailed Pay Run 6 v
v FAAEMSUM | AEM Feed Summary v
.| n 3
Include reports specic to individual payrols
< Back Next > Cancel < Back Next > Cancel
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From the Options page, Report Destination area select the Portal radio button then set the Export

options to PDF Format, next set the file location path, Click Next to continue.

&} Group Reporting Wizard X # &} Group Reporting Wizard
Options Options

Select the options required to run the selected reports Select the options required to run the selected reports

(®) Printer () Printer

) File ) Portal ) File ® Portal

Frequency for payroll run reports : Weekly ~ Copies : 1 Frequency for payroll run reports Weekly ~

Year for year end reports : 2016/ 2017 ~ Year for year end reports 2016/ 2017 ~

FDF Format PDF ~
Location : (7} Defautt (One for all) |
® Specfic to client
Compress reports into & zipped file [[] Password zipped reports
< Back Nexd > Cancel < Back Nexd > Cancel

The Group reporting wizard will finalise, click Finish.

&) Group Reporting Wizard

Completing the Group
Reporting Wizard

You have successfully completed the group
reporting wizard

cros willbe run when you close this

To close this wizard cick Firish.

The process status bar will display as the reports are created for each Employer in the reporting

group and for the Default Employer Contacts set up.

Group Reporting Print

Payrolls

Processin g : Test Company4.

Reports
Processin g : PAEEDTPY
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Payroll Professional

The Group Macro processing has completed and the Macro
has been added to the myePayWindow outbox,

Please ensure your Secure Transfer Qutbox is sent to ensure
the Macro is delivered successfully.

An initial message confirms the Group Macro has been completed and confirms that reports have
been sent to the Outbox (in the Payroll data file) for each Employer in the reporting group, click OK

to continue.

Payroll Professional >

o Payroll group reporting completed succassfully,

A final message confirms the group reporting is completed, click OK to continue. Click Done, to Close
the status bar.

To send the Group report, open the Payroll Data file for each Employer within the reporting group
and go to the Data tab, myePayWindow, and click Send. Reports can be previewed prior to
sending to the Portal. (N.B. This process needs to be completed for each Employer in the group)

Note: If you have not yet finalised payslips for sending to the portal make sure that you send Group
reports from Data tab, myePayWindow and that any ePayslips in the outbox are not
selected (refer to Uploading Payslips section)

@ myePayWindow Secure Transfer o x
| 7 O #
—\41] - Payslipsfrom | 22Jam2018 || || K]
Add View Delete Send Invite SelectAll SelectNone Done
Secure Transfer RunDate
L Type
Inbax (0)
ot & ID_v|DocumentName ¥ Documer niFolder ¥ SentOn v Destinalion | Error Message ¥ TransachonType ¥ TaxYear v Audilil ¥ PayshipNoke v EelD ¥|Inchue k4
ot hems
= Run Date: (1 item) & Data Changes & Documents & <P40.
5 Deleted (7) 2 B Macro (Zip) (3)
Outhase (3) Cel nihl 0. e Employer @ nia DOCUMENT na 0
7 Cel n 0. .. Employer 8|na DOCUMENT na 0
7 C n .. Employer 8| na DOCUMENT na 0
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Employer Users will receive Portal notifications to inform them when a report / report pack has been
sent to them by a Payroll department user and these will be delivered to the Employer Documents
page:

Single reports will appear with the payroll generated report name (unless this was renamed when
exported from Payroll)

Macro names appear as Macroname /Type/ ClientRef /datalD/date& time

Documents

& Documents

Search E

Name
ReportPacki_GrpRpts_2 2 20171128 191624.zip

ReportPack1_Rpts_2_2_20171128_184525.2ip

PARUNG.pdf
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Using 'Add’ in Secure Transfer to send documents

The secure transfer window accessed either from an Open Run or from Data provides a mechanism
to securely deliver existing documents to both Employee and Employer Portal user accounts (to their
respective Documents area) using the Add button.

@
3

L; N\ @ o D D Publish Date [T dﬁ

Delete ' Send In Done

Add  View

Select All  SelectMone  Employer Notes

From the secure file upload screen, choose from one of the following document file types:

AE letter (to Employees)

This allows a previously generated AE letter (in PDF format) to be delivered to an individual Employee
— The Employee will receive a Portal notification that ‘a new AE document is waiting’

Employee Document (to Employees)

This allows any document of the type: PDF, DOCX, XLSX, XML, TXT, CSV, ZIP to be delivered to an
individual Employee - The Employee will receive a Portal notification that ‘a new document is waiting’

Report (to Employers)

This allows an existing Payroll report (in PDF format) to be delivered to one or more Employer Users
(simultaneously) in the Portal — The Employer will receive a Portal notification that ‘a report is waiting’

Macro (to Employers)

This allows an existing Print Macro or Group Report Macro (in ZIP format) to be delivered to one or
more Employer Users (simultaneously) in the Portal — The Employer will receive a Portal notification
that ‘a report pack is waiting’

Other (to Employers)

This allows any document of the type: PDF, DOCX, XLSX, XML, TXT, CSV, ZIP, PRCX to be delivered
to one or more Employer Users (simultaneously) in the Portal - The Employer will receive a Portal
notification that ‘a new document is waiting’

After selecting, the file type, use the [=* | to choose the ‘To:’ recipient (s), and for the filename

to pick the files from your folder location: Finally click OK to send the documents to the Outbox of
the Secure Transfer Screen. Remember to click Send to deliver these to the recipients from the
Secure Transfer screen.

Multiple files can be selected to upload to a recipient
Based on the selected file type you will be presented with a list of employer or employee users to
send the document to.
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Highlight the user you wish to upload the document to and click on select

‘ 8 Select Employer Contactis)
% /} «J
{ 1
Select  Cancel
Contact

Surname V Forcnane 7 EmailAkdess v

» [One Empioyer

[= Y

Click on the ellipsis button on the right-hand side to select the documents for upload

Ba

OK Cancel

x|

File Information

File Type Other A

To Employer One; [=b 4
Filename(s) : &= [ X
Notes :

Search for your document folder

| B setectr
1 « « 4 [ ThisPC > Documents v ©| | searchDocuments
Organize v New folder

Name Date modified Type
o Quick access o
3] Select multi reports

08 KB
| EHDesktop 8] EOY - Backlog session 3 KB
‘ & Downloads @ pdf e
| | Documents 3] invitation email 103KB
&) Pictures 3] Outbox Columns 10KB

01 - Scrum Charts ] myePayWindow planned work 2 s 3KB

2021 EOY - Phoenix - Sprint 17 @ additional wording 1 4 Micros 41 KE

You will have the option to select the type of file e.g., PDF, Excel. The default in the list is all
documents that are available to upload.

Documents(™.POFR*DOCK* XL ~

Open Cancel
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Documents(™. PDE* DOCK* XLSX ™ XML TXT C5V:* ZIP:* PRCX)

Documents(*.PDE* DOCK* XLSX:* XML* TXT:*.C5V:* ZIP.*.PRCX)

Comma Separated
ZIp
Payroll Data Capture

Hold Ctrl on the keyboard and select the documents you would like to upload

| B
- ~ 4 [ > ThisPC » Documents
|
Organize v New folder
Name Date modified Type
# Quick access
) Select mukti reports Microsoft Word Document
I Desktop » B
B3] EOY - Backlog session Micr Vorksheet
& Downloads * Gl POEFR
5] Documents * @ invitation email Microsoft Word Document
&) Pictures # B Outbox Columns t Excel Worksheet
01 - Scrum Charts B4 myePayWindow planned work
2021 EOY - Phoenix - Sprint 17 @] additional wording 18/11/2020 11:49

Click on Open

Documents(*. POF* DOCK* XLE

Open Cancel

These documents now appear in the secure file upload screen

7—.‘,5«1::&“;(&.‘ x
0»( Cancel
File Information
File Type Other v
To: Employer One; ‘ - lel
Fil . C/\Users\dsimpson\Documents'Select multi reports.docx .
ilename(s) C: ‘Usevs‘dslmpsoﬂ‘Documems.pdf pdf ‘ le'
C:\User on email.docx
C \Users‘dslmpson‘Dotumems‘Omhox Cc.\umns xlsx
C:\Users\d: al wording.docx

C:\Users? ds:mmm\Documems‘Sprml work for fnture upda|axlsx
C:\Users'dsimpson\Documents!Privileges text OpenPayslips.docx
C‘Userﬁ\dslmpson‘Documents‘Payro\l Department - EPW Gulde v1.docx
C:\U: y roadmap Oct 20.pdf
C:\Users\dsi ”3nrw \api.docx

Notes

v o earch C

208KB
151 KB
103 KB
10K8

You can add a note here, this note will appear on the notification and documents section on

myePayWindow.
myePayWindow.
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[£) Secure File Upload X
i [=
1=ha
i 0K Cancel
File Information
File Type : Other -
To: Employer One; |T( |?‘
e B i sonteiet 7 =i
C:\Users\dsimpson\Documentslnvitation email docx
C:\Users\dsimpson\Documents'Outbox Columns xlsx
C:\Users\dsimpson\Documents'additional wording docx
Motes : Please could you authorise the following documents|
Click on Ok
The selected documents now appear in the outbox, ready to send.
@ myePayWindow Secure Transfer o X

_id“o x 0 D @ | puvsshowe [T [ =] H
Done

Add View Delete Send SelectAll SelectNone  Employer Notes
Secure Transfer Uplond Type X
proem © b [cPaysips

Sent hems.

CIS Statements
Document
Deletod oms Document Type v
Other
DocumentName 7 DocumentPath 7 To 7 Notes ¥ Include ¥
Select mult reports. C\Users'dsimpso.  Employer One  Please could yo.
po pdf CiUsersidsimpso. | Employer One | Please could yo.
invitation email docx  C\Users\dsimpso_  Employer One Please could yo.
Outbax Columns xisx  C\Usersidsimpso_ | Employer One | Please could yo
additional wordingd. | ClUsersidsimpso. | Employer One | Plesse could yo.

Select individual documents by ticking the include box or select all, to unselect click on select none.
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b myePayWindow Secure Transfer a ®
|
>
i x @ l:‘ I:I £ Publish Date 14 Dec 2020 x ﬂg
Add View Delete Send SelectAll SelectNone Employer Notes Done
Secure Transfer Upload Type "
]
Outbeax
CIS Statements
Sent ltems Document
Deleted lems Tem——
Other 1
Doe v To  Notes Include t
0. Employer One Please could you authonse the followng docu v
Employer Ore Flease c e folloung goc
o Employer O Frease cou he followng doc v |
Empic Please could the follownng doc v
Usersidsimpso_  Employer Ore Please could you authorise the following docu v
Secure Transfer
Users

Once the items have been sent the user will be able to view and access the documents in their

account.

We have increased the size of a single document upload to 10MB. If you attempt to upload a

document that exceeds 10MB you will receive a message.

Payroll Professional X

)

The selected file
C\Users\dsimpson\Documents\myePayWindow Manual.pdf is
larger than 10MB.

Note:

ZIP,PDF where possible)

It is advisable to minimise the file sizes you send as monthly ‘fair usage’ will apply (so use

To Export Pre Reports to the outbox you will need to have a default employer contact set up for
myePayWindow under Data/Employer Details/Client report macro settings. Select the
myePayWindow tab. If you do not have a default employer user set click on the ellipsis button to
select the user/s

8 Employer Details (Edit)

= -

&g
OK Cancel  Update myePayWindow  Quick Report _Print Form

Employer Address
Name
g Address
51661
P
{ tional Insurance
Address
{'{l\ x Address Addres
. City / tovmn Hove
e BNk Courty
ﬁ Payroll Farameters Country
Post Code BN1 144
E/? Calculation Paramete Telephone
' Email Address :
i Payslips
- Client Report Macro Settings
/7 Notes

myePayWindow

@ Expats Define the defauit employer contacts required for report macros and group reporting
EROne One;

Extra Details B | =
& =
Diary
@ Pension Duties

M Password
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From the Utilities menu select Pre

Home  Admin  Tabls  Data  Run | Utiities | P1ID  Reporting  Help

g 5a @ 2 2B & G 9

e © @E € LHuu S

@l

(%]

=

BMS P43 Quick Web Employee Employer Print Export EOY Validation ~Admin HMRC HMRC HMRC Submission Neminal Query HRP60 PRE IFC Pay Gap Leavers Auto Enrolment Data
Checker Calculstor Links | Finder  Finder PeyrollList PayrollList | Checker  Setings Submissions = Notifications - Search Log | Export~ Manager Export Extract - Admin - Usage
BMS Global Utilities: Bureau Utilities Internet Filing Add Ins Previous Tax Years Auto Enrolment Module Utilities
Select the frequency and date, Ok
Select PRR X
E‘H 0K E‘@ Cancel
[ Pay Component Groups
[ Cost Spiits
0 Include unused pay
components
| 3 Payroll Run and Co - O x
| Run Export y
| E —
A - - [~
2 AEF TR »ZTE6 = @
AddPayroll Formulae Clear Save Load Hide Find | Colour Total Filter Export  Print Macro Done
Run Zeros Column Format toExcel Preview
Add data Layouts Appearance Current view Advanced | Misc
| Draga column header here to group by that column
&1 EeRef -5 Name - Dept A CostCentre 1 Branch A Status TaxCode - NiLetter i PreTaxAddDed +|Groupl
o Anderson. Tyler  [Defaulf} [Defaulf] [Defaul] Cale BR A 0.00
2 Armstrong, Rubie | [Default] [Defaulf] [Defaul] Calc 12500 A 000
3 Gray, April [Defaul] [Default] [Defauli] Cale 1250L A 0.00
4 Miller, Alina [Deful] [Defzulf [Defaulf] Cale 12500 A 0.00
5 Nelson. Amold | [Defaulf] [Defaulf] [Defaul] Calc 12500 A 0.0
6 Craig. Jenna [Defaulf] [Defauif] [Defaul] Calc 12500 A 000
7 Cameran, Blake | [Default] [Default] [Defauli] Cale 1250L A 0.00
8 Reed, Audrey | [Defaulf] [Defzulf [Defaulf] Cale 12500 A 0.00
9 Ferkins. Joyce | [Defaulf] [Defaulf] [Defaul] Calc 12500 A 0.0
0 Johnston, Lucy | [Defaulf] [Defauif] [Defaul] Calc 12500 A 000
11 Ellis, Sam Defauld] [Defaulf] [Defaul] Cale 1250L A 0.00
12 Hill, Eric [Deful] [Defzulf [Defaulf] Cale 12500 A 0.00
13 Morrison. Alissa | [Defaulf] [Defaulf] [Defaul] Calc 12500 A 0.0
14 Higgins. Sabrina | [Defaulf] [Defauif] [Defaul] Calc 12500 A 000
15 Murray. Kevin | [Defaulf] [Defaulf] [Defaul] Cale 1250L A 0.00
16 Howard, Ryan | [Defaulf [Defzulf [Defauli] Cale 12500 A 0.00
17 Mason, Steven | [Defaulf] [Defaulf] [Defaul] Calc 12500 A 0.0
18 Hamilton. Valeria | (Defaulf IDefauif Defaull Calc 1250L A 000
Grand Summaries
0.00 -
| 5

‘\mwrmg 51661 Wweekly 05/02/2021

Enter the file name. Confirm that you would

like to add the report to the outbox

Payroll Professional

o ‘Would you like to add this export to the outbox?

Mo

A message will confirm that the report has been added to the outbox
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Payroll Professional *

The Other generated has been added to the myePayWindow
outbox for 1 recipient.

Please ensure the report has been delivered successfully to
your Secure Transfer Clutbox.

From Data/myePayWindow you can view the Pre report ready to send. Select and Send. The
Employer User can now view/download the document in myePayWindow

@ myePayViindow Secure Transfer o x

3 y,
E x @ (- L u Paysips fro 17 kan 2021 x\ﬂ
Add View Delete Send Re-upload Select All Select None Done
| Secure Transfer fpiaaiiga

Outbax = [Pl

Sent hems

Deloted fiems

Secure Transfer
Users

To Export a query to the outbox you will need to have a default employer contact set up for
myePayWindow under Data/Employer Details/Client report macro settings. Select the
myePayWindow tab. If you do not have a default employer user set, click on the ellipsis button to
select the user/s

8 Employer Details (Edit) X

OK Cancel  Update myePay\Window = QuickReport Print Form

51661

Address
Agdress Address

City  town Hove

.y County
E Payroll Parameters Couniry
Post Code : BN11A4

=
=)

Calculation Paramete Telephone

Email Address
i Payslips
g Client Report Macro Settings
[ totes
@ =
Extra Details
s

Diary
i

myePayWindow

Define the default employer contacts required for report macros and group reporting

EROne One: =

Macro Password

From the Utilities menu select Query Manager

Home  Admin  Tables Data  Run Utilities P11D Reporting Help
= 5 & E. E o Yy )
G G @ » v G S K
BMS | P45 Quick  Web | Employee Ei Pint  Ewport | EOVVelidaion Admin  HMRC HMRC  HMRC Submission Date
Checker | Calculator Links Finder roll List  Payroll List Checl Settings  Submissions ~  Motifications ~ Search Usage

BMS Global Utilities Bureau Utilties Interet Filing Add Ins Previous Tax Years | Auto Enrolment Module | Utilities

Run the selected query. Select Export
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@ o o

e EL S P AR & @ B

{ Mew Wizard Save Close CloseAll Run  Export Print PrintPreview PageSetup Done

Predefined Queries B[ “Query 1, Query2* -
i B> Run | 2 Edit Queryname : | Employee Import Information (2021) <
Bank Import =
BF AF Status Drag 2 column header here to aroup by that column.
E:Zi::?; “’:"’;’:“”"’ H @ Reference 57 Gender 37 Tile 37 Forename X7 Sumame £V Address1 5V Address2 «
|| Employee Holiday Schemes i " e e GG BT el
0 " M Lucy Johnston 42 vihisky cool
Employes Import nfarmation (2008) 1 1] Mr Sam Ellis 43 hisky cool
Employee Import Information (2008) = & i B al ] ol
e o T 13 [ M Alissa Morrison 45 \hisky cool
Employee Import formation (2012) 1 0] Mr Sabrina Higgins 46 Whisky <ol
Employee Impor Information (2015) fe § " P Vo ey oo
Employee Import farmation (2016) 16 M Mr Ryan Howard 48 \hisky cool
Employee Import Information (2018) s " " . it proiing ho
E’:ﬂm:?:;‘:fm“"", (20200 i [ M Valeria Hamilton 50 Whisky cool
— 18 ] M Savyer Howard 51 vihisky cool
Employee Spine Import (2013) 5 2 [ Mr Rubie Aemstrong 34 Whisky o
Emolovee SoliNetPavimood________J| 3 M Mr April Davis 52 Whisky cool
Lot _ [IET ] M Masimilian Viest 53 Whisky cool
i B> Run | @ Edit K Delete 2 M Mr Daryl Roberts 54 Whisky cool
E) " M Dainton Clark 55 Whisky cool
2 ] M Tare Martin 56 hisky cool
F " M Violet Harper 57 Wihisky cool
2 1 r Chester Fouier 58 Whisky cool
il ] Mr Adele Viilson 59 Whisky cool
2 [ M Ssam Morris 60 Whisky cool
2 ] M Kristian Elliot 61 Whisky cool
3 " M Aoril Gray 35 hisky cool
30 " M Lenny Farrell 62 hisky cool
31 ] M Oscar Stovens €3 Whisky cool
2 " r Chice Tucker 64 ihisky cool
S [ M Alberta Viells €5 Whisky cool
7 ] Mr Elizn West 66 hisky cool
® [ M Vincent Gray &7 vihisky cool
%* [ r Maria Hurt 68 Vihisky ool v
a1 v

Select myePayWindow under Export options. Select ok

] {3} Export Options X

=He &

OK Cancel  Print Form

Export type

() Microsoft Excel (XLS)

() Portable document format (PDF)
(D) ¥ML paper specification (XPS)
(D Text file

@

Text file format

Seperator :
Text marker :

Include headings :

Enter the filename

A message will confirm that the report has been added to the outbox

Payrell Professional X

The Other generated has been added to the myePayWindow
outbox for 1 recipient,

Please ensure the report has been delivered successfully to
your Secure Transfer Outbox,

From Data/myePayWindow you can view the Query ready to send. Select and Send. The
Employer User can now view/download the document in myePayWindow
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4 myePayWindow Secure Transfer o x|

u;l b X @ . D Payslips from 17 Jan 2021 || g
23d View Delete Send P&uplmd Select All  Select Non Done
| Secure Transfer Uplosd Type 7
o B Decument
Sentlems DocumentType
Other
Deleted iams
DocumentName 7 Document Path ¥ To Notes 7| Include 7
' Queyals CA\Usersidsimpoo_ EROne One: O
| secure Transfer
| users

Secure Transfer Outbox features

See below for specific features available in the myePayWindow Secure Transfer Screen accessible
either via Open Run or Data.
Data Grouping and Sorting

By dragging column headings to the area above the headings the data is Grouped and sorted
accordingly. For example, Run Date and Type.

(@ myePayWindow Secure Transfer [u} X
®
B0 X |@ o [] &
: Add View Delete = Send Invite SelectAll SelectNone | Done
Secure Transfer Run Date *
o Type *
Inbos (0
Sent @ RunlD ¥ DocumentName v To T SentBy 7 Destinaion ¥ Error Message 7 Transaction Type V TaxYear V7 AuditlD v PayslipNote v EelD TV Include 7
nt liems
= Run Date : (1 item) & Data Changes & Documents & P40,
5 Deleted (0) B S Payroll Reports (Pdf) (2)
Outbox (2) » Pay Summarypdf 7 | Comp Three nla Emplayer 3 nla DOCUMENT nla [
Employes details_ = | Comp Three nia Employer @ n DOCUMENT nia [}]
Secure Transfer
Users
Audit trail

To see a list of previously submitted or deleted data and documents from the Secure Transfer window
use the Sent or Deleted options in left pane of the Secure Transfer screen. To expand an entry in
the list, click on the +.

Note:
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@ myePayWindow Secure Transfer
Lo} / anl
XK @ro 1 [
Add View Delete Send Imite Selectil SelectMone  Done
Secure Transfer Fun Date
—Tyee
Irbes (0)
(#  RuniD 7 Documenthiame V Ta v/ Sent By ¥|Destimmtion 7 Exror Mesasoe 7 Tranaachon Type 7 Tax Year 7 AudtiD 7 PaysipNok 7 EelD 7 Inchide
Sent (64) =
Delered ()
Outbe (01
= BFa 2016
= WMar 2018
Secure Transfer
users

Standard Payroll functionality is available by right clicking on an item. The following actions are

available:

B Preview Documents — reports, Macros, letters uploaded to Portal
B View Notes added — any note added to a payslip

B View Audit screen for ‘update’ data entries — e.g. data changes to Employer or Employee

Audit Screen

The standard Payroll Professional audit screen can be accessed for those entries in the Secure

Transfer Screen with an Icon N in the AuditID column:

@ myePayWindow Secure Transfer X
WO K@ [] |«
i Add View Delete = Send Invite SelectAll SelectNone Done
Secure Transfer Run Date /
o Type ’
Inbos (0)
—— £ RunlD ¥ DocumentName V|DocumentFolder V/SentOn ¥ Destinalion  v|Error Message T Transaciion Type ¥ TaxYear 7 AudillD ¥ PayslipNole T EelD Vinchde 7 7=
= Data Changes & Documents & ePED....
% Deleted (6) + &5 Auto enrolement letters. (3)
Outeox (4)
22Dec 2017 1.. Employer B nia INTIALINSERT na 0
» 18Jan20181. Employer (3 nfa INSERT i I nia 0
= ¢ Cost Centre data changes (1)
22Dec 2017 1 |Employer @ e INTIALINSERT n'a 0
= s Depariment data changes (1)
22Dec 2017 1. [Employer | 2 INITIALINSERT nia 0
= 8 Employee data changes(17)
22Dec 20171 [Employer R n INITIALINSERT n'a 0
206020171 Employer @ e UPDATE 15 nia [}
17 Jan 2018 0.. Employer 8 na UPDATE LY wa 0
17 Jan 2018 0. Employer 8 na UPDATE LY wa 0
17 Jan 2018 0. Employer 8|na UPDATE % na 0
17Jan 20180 Employer @ | nia UPDATE & nia [}
17Jan 20180 Employer @ | nia UPDATE % nia 0
17 Jan 2018 0. Employer 8 na UPDATE LY wa 0
17 Jan 2018 0. Employer 8|na UPDATE L% na 0
18 Jan 2018 1. Employer 8| na UPDATE L% na 0
,,,,,,,,, 18Jan2018 1. Employer @ | nia UPDATE & n'a 0
Secure Transfer 19 Jan 2018 1. Employer 8 na UPDATE b5 nla 0
Users 22 Jan 2018 1.. Employer 8 na UPDATE b wa 0
; 2£Jan 20181 Emolover R nla = UFDATE @ nia [} R hd

Double-click the icon to open the Audit Screen for the entry selected.
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[} >
Print  Done
Audit Finder b5
Audit Id - To:
Audit date : | Hxl To: ‘ ”xl
Unigue identifier : Show log from p2admin
Action : —ALL- - User : —ALL - -
Process — A — - Table —ALL - h
|%7  searcn || Clear
AuditlD 7| Audit D 7| StaffiD | Stalf W NT User | ProcessID ¥ Process -
= b - i ADMIN STARNETICoc 9" import Data
AuditTablelD | AuditiD | TablelD 7| Table 7| ActionlD v Action ¥ |Unique Identifier v Authorised By
+ 757 531 20| EeDetails 1 Insert EelD=4
+ 758 531 18| EeBals 2| Update EelD=4"FYear=20.. 3
+ 759 531 66| Eeleaver 3 Delete EelD=4 1
+ 760 531 8 Branchs 1 Insert BranchlD=2
+ 761 531 11| CostCentres 1 Insert CostCentrelD=2
+ 762 531 16 Depts 1 Insert DeptlD=2
+ 763 531 172 | EePension_Duty 1 Insert EelD=4 From Import
+ 764 531 65| EcStarter 1| Insert EelD=4 From Impaort
+ 765 531 26 EePensions 2 Update EelD=4 From Import
+ 766 531 19| EeComponents 1 Insert EelD=4"PComplD... | Import
+ 767 531 26 EePensions 1 Insert EelD=4"FaolicylD=2
+ 768 531 20| EeDetails 1 Insert EelD=5

The Audit screen allows for detailed search and export as per the normal functionality.
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Portal scheduled maintenance

From time to time myePayWindow will require maintenance updates which are normally conducted
outside normal business hours. During periods of maintenance the myePayWindow website will be
taken out of service. If a user tries to access functionality in Payroll Professional that depends on the
Portal or tries to access the website directly through a web browser the following messages and
pages will be displayed:

When attempting to update Bureau details (in the example below) or Employer details:

Payrall Professional >

e Your bureau has failed to update myePayWindow,

Web APl in maintenance

When site maintenance is in progress, screens that show status, will show status as ‘unknown’:

Staff:

Boa GelE kB
e ] :

&) myePayWindow Employer User Maintenance O X
Add  Edit Delete Done
@ ID’ 7 Till 7 Forename T Surname ¥ lnvitedBy 7 Stahs Nl
» 3 Wir " Ripha Centaun ABMIN
5 Mrs | Rebecca Sun ADMIN
6 Mrs | Penny Wise ADMIN
Data, secure transfer, Users (Employees):
@) myePayWindow Secure Transfer m] X
e
—u:] S\ @ o n I:‘ Payslips from 21 Jan 2018 [ \|X\4ﬁ
Add View Delete  Send Invite SelectAll Select None Done
(8 Invite 7 Leaver V Status ¥ EeRef W Title ¥ Firstname ¥ Surname NI Number ¥ Passport Number v NiLetier ¥ DOB W Email 7 Branch ¥ Deparime
» Unknown 1 Mr Howard Matthews AATTTITIA A 01/0171970 i Brighton [Default]
[ Unknown——— |HA ir Bary Rashid ARIIIOA A GED star-p. | [Defaul] [Defaul]
v 3 Mrs Amanda Kennedy AAI33333A A 01011870 [Default] [Default
4 Mr Julie LeMaire AMAAAAAN A 01011570 [Defaut] [Default)
5 Mrs Angela Bealey AASEEEE5A A 010171570 nfrancis@star-p... [Defauli] [Default)
6 Mr Azmat Hoddell 6A A 01/01/1970 | andy francis@o.. ' Brighton [Default)
Mirs Pipea Barnden A A 010111970 Brighton [Defaul]
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myePayWindow

During periods of maintenance the myePayWindow website will be taken out of service. If a user tries
to access the website directly through a web browser the following message page will be displayed:

my@PayWindow

myePayWindow is currently undergoing maintenance.

We expect to be back online shortly. Thanks for your patience.
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Re-setting Usernames and Passwords

Re-setting usernames and passwords is a fully automated process (i.e. they do not require Payroll
Department or Employer user intervention although such resets can be initiated by Payroll
department or Employer users if required). The term ‘user’ applies to any Portal user i.e. Employee,
CIS Sub-contractor, Employer or Payroll department user. Any of these ‘users’ can initiate a reset
directly from the Portal login page or once logged in to the portal via My Settings/ My Account
options. Resetting Username and Passwords require the user to have access to their registered portal
email account.

Automated password reset
Step 1 — From Portal login page

From the login page the user can click on Forgot Password? To start the reset process.

my@PayWindow

‘ Hannahingram| n

Forgot Password? Forgot Username?
MeTcrRaFT |
JIRIS e |
— o
|

—a—= B g s e ¥ Sombaan =L e

Step 2 — Request link

On clicking Forgot Password a new screen will appear requesting the user to enter the account
Username. Enter the username and click Submit

my@PayWindow

Forgotten your password?
Enter your Username and we will send you a link to reset it.

® Submit
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Once the username has been submitted a message appears on the screen to confirm that an email
has been sent to the registered email address for the user.

my@PayWindow
&

Thanks! We're sending you a link to reset your password

Please check your emaill

The user will receive an email (to their payroll registered email address) with a link to complete the
password reset. The link in the email will redirect the user to the Portal where they will be asked to
verify their account, this link is only valid for 24 hours.

my@PayWindow

Account Security Reset

Dear Hannah

We received a request to reset your account security. All you need to do to reset
your details is to click the link below. This reset link is valid for 24 hours so don't
delay.

Click here to reset your account security

Please note, if the link has already expired you will need to restart the process
again by clicking forgotten password or forgotten username again.

P.S. If you have remembered your details, or didn’t make the request yourself,
you can forget this email, your account details are safe and will remain
unchanged

JIRIS

All fields must be completed correctly in order to complete the identity verification and to continue
with the reset. The last field in verification will vary for each user persona as follows:
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Payroll department Staff user — Payroll password

Employer user — secret word agreed with Payroll department

Employee user — National Insurance number or Passport Number

For CIS Contractors it is their Passport Number or details in the Passport Number field

First time login

my@PayWindow
Give consent - Set-up account

We need to verify your identity before creating your account

Email Address
First Name
Last Name
Date Of Birth

National Insurance Number

@ Verify your identity

Step 5a — Verification failure

After 5 failed attempts at identity verification an error message is displayed and the process will need
to be restarted. This message will also be displayed if the reset link has expired.

my@PayWindow
®

You have failed the verification, you can try to reset your password again.

A Goto login
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Step 6 — Enter new password

Once the user has verified identity correctly, they will be able to set a new password. The two
password entry fields must match, there is no limit on the number of attempts.

Passwords will be validated and need to meet the following complexity rules;

1 upper case character

1 lower case character

1 special character

1 numeric character

Contain between 8-20 characters

Forgot your password

my@PayWindow
o

Flease enter the new password you'd like to use

Password & n
Confirm Password & n

l

Step 7- Change Password confirmation

On clicking Reset the password change will be confirmed as successful and the user can continue to
the login screen by clicking Go to login

my@PayWindow
O

Password updated successfully

A Goto login
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Automated username reset
Step 1 — From login

From the login page the user can click on Forgot Username? To start the reset process.

my@PayWindow

Forgot Password? Forgot Usemame? -

METCRAF
JIRIS L

| ac@oelestial com n
[=]

. L ]

Note: If the Netcraft seal is clicked on the following message will display to prompt the user to click
on Forgot Username or Forgot Password. If the user wishes to continue to Netcraft they can from
this pop up.

Are you sure?

If you have forgotten your login credentials please use the 'Forgot Password' ar "Forgot
Username' links on the main login page

& Continue to Metoraft

Step 2 — Request link

On clicking Forgot Username a new screen will appear requesting the user to enter the email address
associated with account Username. Enter the email address and click Submit.
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my@PayWindow

Forgotten your username?
Enter your Email address and we will send you a link to reset it.

Email u
@ Submit

Step 2a — Email address used with multiple Employers

If an email address is used for more than one Employer, for example, when an employee works for
two employers and uses the same email address for both, a warning message will be displayed. In
such situations the Employee (or Employer or Payroll department user) will be asked to contact the
Employer directly for the employment concerned so that an email link to reset can be sent to them
(this can be done by the Employer or Payroll department user from the Portal).

my@PayWindow
ap

Sorry we can't change this now because your email address is used with more
than one employer.

Don t worry, just contact the employer concerned directly and ask them to send
you a reset link by email. With this link you will be able to change your
username

Step 3 — Confirmation of reset

Once the email has been submitted a message appears on the screen to confirm that an email has
been sent to the registered email address for the user.

my@PayWindow
o

Thanks! We're sending you a link to reset your username

Please check your email
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Step 4 — Receive reset email

The user will receive an email (to the specified payroll registered email address) with a link to
complete the username reset. The link in the email will redirect the user to the Portal where they will
be asked to verify their account, this link is only valid for 24 hours.

my@PayWindow

Account Security Reset

Dear Hannah

We received a request to reset your account security. All you need to do to reset
your details is to click the link below. This reset link is valid for 24 hours so don't
delay

Click here to reset your account security

Please note, if the link has already expired you will need to restart the process
again by clicking forgotten password or forgotien usemame again

P.S. If you have remembered your details, or didn’t make the request yourself,
you can forget this email, your account details are safe and will remain
unchanged.

+IRIS

Step 5 — Verify identity

All fields must be completed correctly in order to verify identity and continue with the reset. The last
field will vary for each persona as follows

B Payroll department Staff user — Payroll password
B Employer user — secret word
B Employee user — National Insurance number
B CIS Sub-Contractor — National Insurance Number or details in Passport Number field
y@P yWi ' First time login
1 Verify identity Give consent Set-up account
We need to verify your identity before creating your account
Email Address u
First Name u
Last Name n
Date Of Birth n
National Insurance Number n
@ Verify your identity
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Step 5a — Verification failure

After 5 failed attempts at verifying identity the user will get a warning page and the process will need
to be restarted. This page will also be displayed if the reset link time has expired.

my@PayWindow
®

You have failed the verification, you can try to reset your username again.

Step 6 — Enter new username

When the user has verified identity correctly they will be presented with a screen to enter a new

username. The Username must be at least six characters in length and Users are prompted that an
email address can be used as this may be more memorable (note: when an email address is used as
a username it may not necessarily be the same as the registered Payroll email address for the user).

Forgot your username

my@PayWindow
S

Please enter the new username you'd like to use

UserName u

Step 7- Change Username confirmation

On clicking Reset the Username change will be confirmed as successful and the user can continue to
the login screen by clicking Go to login.

my@PayWindow
V)

Username updated successfully

A Goto login
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Automated Memorable Word reset
Step 1 - From login page

Complete the Username & Password as normal.

my@PayWindow

Username H

I Password n
® Login

Forgot Password? Forgot Usermname?

JIRIS e

O S oty

On the second page click on Forgot Memorable Word? To start the reset process.

my@PayWindow

Enter the following characters from your memorable word:

1st: 5th :
‘ Forgot Memorable word?

JIRIS DTt
Step 2 — Request link

On clicking Forgot Memorable word? a new screen will appear requesting the user to enter the
username associated with the account. Enter the username and click Submit.

my@PayWindow

Forgot your memorable word?
Enter your Username and we will send you a link to reset it.

UserName n

@ Submit
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Step 3 — Confirmation of reset

Once the username has been submitted a message appears on the screen to confirm that an email
has been sent to the registered email address for the user.

my@PayWindow

o

Thanks!, if you entered the valid username for your account you will shortly receive a link by email address to
reset your memorable word. If not try again.

Please check your email

Step 4 — Receive reset email

The user will receive an email (to the specified payroll registered email address) with a link to
complete the memorable word reset. The link in the email will redirect the user to the Portal where
they will be asked to verify their account, this link is only valid for 24 hours.

Step 5 — Verify identity

All fields must be completed correctly in order to verify identity and continue with the reset.

Forgot your memorable word

my@PayWindow

We need to verify your identity before changing your memorable word

Email Address
First Name
Last Name

Date Of Birth

® Verify your identity

Step 5a — Verification failure

After 5 failed attempts at verifying identity the user will get a warning page and the process will need
to be restarted. This page will also be displayed if the reset link time has expired.

my@PayWindow

®

You have failed the verification, you can try to reset your memorable word again.
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When the user has verified identity correctly they will be presented with a screen to enter a new
memorable word. The memorable word must be at least 6 — 12 characters in length.
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When consent is declined

Step 1 — Consent withdrawn

During Registration (step 2) or after registration, a user can withdraw consent. This means they no
longer agree to the Portal Terms and Conditions and privacy. Within the Portal, consent can be
withdrawn from My Settings, Privacy and Terms, by scrolling to the bottom of the page and
clicking ‘I do not agree’. A confirmation message is displayed and the user must confirm their
required action.

5 seasim gt e - o

Step 2 — Account deactivation

On withdrawing consent, the Portal account is automatically deactivated and the account is disabled.
A notification is sent to the Employer and Payroll department user. To gain access to the account the
Employee user will have to contact either Employer or Payroll department to be re-invited.

my@PayWindow
O

Your account is now deactivated, to reactivate please contact your bureau.

Step 3 — Attempted Login after consent withdrawal

If the user attempts to login after consent is declined, a message will display stating ‘username or
password is incorrect’. The ability to reset the password or username will be disabled for the user and
the system will not send reset security emails.

my@PayWindow

Forgot Password? Forgot Usemame?

JIRIS
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Using the Portal

The diagram below describes the main elements of the Portal site. The layout and options is
essentially the same for all Portal users, the main difference being the options available in the ‘Left-
menu’ and the contents of the home-dashboard page.

Gy seruL Lns

o
.
‘)/g . Support

ul links set

Usef
up by IRIS e & User
quides

Useful links o2t
up by s as a

login to the Portal Payroll department ‘Staff Users’ arrive at their Home-Dashboard page from where
they can access various menu options and Portal features:

B Home-Dashboard — The home screen for the user, this will be enhanced in later releases for
Payroll department users to be able to display various ‘dashboard widgets’ providing data
insights regarding the user’s Payroll activity. You will see displayed on the Dashboard the
Payroll Support Twitter feed, giving updates from support and any issues with HMRC.

Notifications — a list of various notifications from other Portal users (Employer Users)
Documents — This area is for future use for Payroll department documentation

Employers — This is a list of the Employers showing Employees and key contact.

Administration — This is for Administration of the Portal for the Payroll department and Payroll
department users and includes enforcing 2 Step Authentication or 2 Factor Authentication for
your Users.

B Privileges — This is where you can create Client Groups to add your employers to, create
roles, set custom Privileges and assign Staff Users.

B My Settings — This is where the user’s personal Portal settings can be viewed and changed.
2SA can be enabled here at a user level if it hasn't been enforced at a higher level through
Administration.
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The Notifications page shows various Notifications that are sent to the individual Payroll department
user. These are a result of actions carried out in Payroll Professional or on the Portal. For the
Employer and Employees, Notifications are as a result of Payroll Professional processing completed by
a Payroll department user.

To manage your notifications, you can mark them individually or collectively as ‘read’ and remove
them from the ‘current’ view by archiving them. Use the Current/Archive selector at the top right-
hand side of the notifications list to switch views.

As a Payroll department user you receive individual Notifications after the following events:

E An Employer user has uploaded a document for you

E An Employer user has declined consent to use the Portal either during or after Portal
registration

B A Payroll department user has declined consent to use the Portal either during or after Portal
registration

B Portal terms and conditions have been updated — myePayWindow usage terms have changed
and you will need to confirm your agreement.

As a Payroll department you can optionally choose to receive an email notification to a central Payroll
department mail account e.g. Payroll@mybureau.com when any Employer uploads a document to the
Portal. This can provide central oversight on all inbound client communication and cater for Staff
member absences. See Administration - Details

As a Payroll department you send the following notifications to your Employer users:

E !Payslips/CIS Statements are ready for publishing — when Payslips/Statements are sent to
the portal from Payroll with a future publish date. Employees cannot see Payslips/Statements
yet but you can review now in advance of the publish date

E !Payslips/Statements have been published — On the day when Employers/Employees/CIS
sub-contractors are able to access their payslips/statements
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E ! [YearYYYY] P60s have been published for [X] Employees — when P60s are uploaded for X
number of Employees from Payroll

B ! P45s have been published— when P45s are uploaded from Payroll

E You have downloaded a document sent to you by an Employer user

E  When a new Payroll report / document /Macro or group report is sent to an Employer user
from Payroll

E When you delete a document from the Employer’s documents area on the portal — Most
likely if you upload a document-report in error or supersede it

E When AE letters have been uploaded for [X] Employees from payroll — where X is the
number applicable

Notes:

1In the current Portal version, these notifications are only sent to the default Employer User, you or
the Employer user can define this user via Administration - Details

Archived notifications are automatically deleted by portal housekeeping routines 3 months after their
‘due’ date’ or the ‘received date’ when there is no notification due date.

You can choose via My Settings if you want to receive an email reminder summary for new
notifications received in the past hour.

Employer users get an advance warning notification that a document will be auto-deleted by the
Portal in 10 days (documents are held for 3 months maximum from the date of upload) this servers
as a reminder for them to download a copy if they want to retain a copy

Notifications have the following features:

B A Type’ — either Pay run data, Starters and leavers, Other, Registration, Information

B Received date — the date the Notification is received

B A ‘State’ — High (needs attention), Moderate, or Low (most are High by default)

B Due date (Xd) — For documents sent by Employers, the accompanying notification will show
the pay date for which the document applies and how many days (Xd) remain between now
until this date (this will dynamically update)

B Actions — click anywhere on a natification, or on the '+’ button to see the actions available for
the individual notification — The notification actions will vary by notification type:

o Mark as Read/Unread — this decrements/increments the Icon ‘badge’ ® in the menu
and top bar 9 and bolds/ un-bolds the entry in the listing

o Archive / Un-Archive — once read a notification can be moved to the archive list
o Download - for notifications that relate to documents

B Multi-select Actions — by clicking the select tick-box you can select multiple notifications
and apply actions from the actions shown at the footer of the notifications listing e.g. Archive
or Mark as Read

Payroll Department user can send documents to other users by drilling down to the Employer and
selecting an Employer User (via Administration) or Employee User (via Employees) Select the
document action from the data gird.
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= Star Bureau Limited

< Payroll Dashboard

A Notifications
B Employers %1 Home » Employers Listing » Administration for Celestial Limited
£ Suatistics Administration + =

AddUser  Employess
o Administration

Wusers  [Detals  EBandng M Employes Dashboard £ Payslip & IS Settings
& Privileges
B Users
4 SPA
o=
® Logout
(u] Firsthame LastName A Staws Last Invite
0 & aphe Centauri _
a @
otifications eset/U) ck
(] & can Simpson e — a
LU S e SRS Tue 0910272021 11:26 *
0 |8 pamy e = -

Showing record. 1 to 4 from 4 item(s)

X Upload Document to Alpha Ct

Select to upload a document to this user

= Star Bureau Limited 4 o ONPayol-

& Payroll Dashboard

A Notifications

B Employers %1 Home : Employers Listing > Users Listing for Celestial Limited - Documents Listing for Alpha Centauri
& Statistics Documents
& Administration ‘
Natifications
& Privileges

o SPA

o Lot Search n e~

O Name Recelved v Size  Type Status Submitted by

a ") Pe0_6199.paf Mon 08/02/2021 16:17 139KB  other Downloaded N Payroll +

Showing record: 110 1 from 1 itemis)

©2021 Galaxy Payroll Allrights reserved

Select the type of report and add a note if necessary and choose the file you wish to upload. Upload

Upload Document to Alpha Centauri

Select the type of upload and processing date:

Typeofdata | Report ~

Notes

Max size: 1000 Characters ‘

Browse for the file to upload, Max size 10mb

File types allowed: XLS XLSX DOC,DOCX,PDF,XML,CSV, TXT PRCX ZIP,JPG,PNG

Choose File | No file chosen

The User will receive a notification and see the document under the documents section from the left
menu.
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= Celestial Limited

& Employer Dashboard

0%
& Notifications @ -
& Documents @ 4 Home : Documents Listing
@ Approvals Documents
1 ePayslips G Documents
& Employees Search Cument v

@ Slatistics Name Received Size Type Siatus Subanied by

{ Tue 08/03/2021 10:36 14KB report Published N Payroll +
© Administration Pre_reports.xisx = ,

60_6199.pdf Mon 08/02/2021 16:17 139KB  other Downloaded N Payroll +

& Privileges

& SPA

® Logout

The Employer page shows a list of the Payroll department’s Employers added to the Portal. By clicking
a Client in the list *actions’ are displayed that will allow you to ‘drill’ further to see the Employees,
ePayslips, CIS Statements and Portal Administration options associated with this Employer. Use these
actions to check data uploaded for Employees, CIS Sub-Contractors, see documents, ePayslips &
statements uploaded by you to the Employer (and delete if needed) and to Deactivate, or send reset
password or reset username emails as required to Employer users and Employee users.

& Bureau Dashboard
Notifications. Documents Clients.
[rre—— P S coores

& Notifications

a Documents 1 Home - Clients Listing

H Clients Clients

o Administration

# Privileges

® Logout

Na Employees Contact

Alpha Contaari

3 N Paroll

L S

©2018 Star Computers Lid. Allrights reserved

E Employees — go to the Employees listing for the Employer to view Employee Portal status,
view Payslips/ CIS Statements, Delete Employee payslips/statements, Documents,
Notifications, My Settings, Invite/Re-invite, reset Password/username, deactivate

B ePayslips — View Payslips/CIS Statements by Period — Delete Payslips/Statements by Pay
Period at Payroll department level

B Administration — Area contains Employer user listing, Employer Details, Branding; you can
now brand the site for an Employer if required and set the online Payslip/CIS Statement
Settings. You can also Enforce 2 Step Authentication for your Employer, Employee and CIS
users.

B Privileges — Create Employee Privilege groups based on Branch, Department and Cost
Centre (Analysis Groups) within Payroll Professional, Add Roles and assign users to each
Employee Group to limit Employer users to areas of the Portal E.g. Administration
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Employers - Employees

When you click the Employees action on Client listing you see the Employee listing page below. Click
anywhere on an Employee user entry, or on the '+’ button to see the actions available for the
individual Employee user — the actions available will vary depending upon the user status. Multi-select
actions are also available.

Employees that have never activated their account:

& o y 3 £ ~
ay

wslips Documents Motifications My settings nvite/Re-invite

Additional options for Employees that have activated:

[~

Mimar it et 1R
LesClivate =f=] =] U| |C'|:<
= Star Bureau Limited 4 @ ONPayml.
 Bureau Dashboard
& Notifications
A Clients & Home . Clients Listing > Employees Listing for Celestial Limited
= Statistics Employees o +
Administrason InvieReimae
e Administration
@ Privileges B Employees
@ SPA Search HH Cumant v
© Logout O eo Eeret Firsthams Lasthame A Brnch Oept o« Lastinvite
o 11 Amanda Ardron Hove Support [Detaut] Thu 260972018 1440 +
o s 5 Angela Gealey Hove Suppon Dataury +
o n " Mark Dowing Hove Suppon Datauts Thu20SR019 1207 =
- El A ° 0 -
o 2 2 Fied Grantham Brigtan Sales [Detaut] Thu 2600972018 1228 +
[n] i 1 wa Greenteld Brighton Sales [Detauit] Thu 2600972019 1500 +
o s & Azmat Hoddet Brighton Salas [Detautt] Wed 20042010 1427 +
o ¢ ‘ Jutn LeMarrs Hove Satas Detaut] R
o 1 1 fyo— Watineus angaton Satas Detaut] o
o . 16 Backy Maddieton Hova Sales [Datault] *+
o 15 chioe Vil Hove Suppor Detaut] Tni2s09Z019 1440 4
Shoing record: 110 10 iom 10 tem(s)
Actions on

Use the right hand side drop down to view leavers or CIS sub-contractors.

= Star Bureau Limited s o ONPal-

= Bureau Dashboard
& Notifications
A Clients % Home » Clients Listing - Employees Listing for Celestial Limited
& Statistics Employees % +
Admiisraion  InvteReinve

o Adminisiration
& Privileges B Employees - oo
@ SPA Search BH s -
el O o e et Festiame Lasthame A Snch Dent cc status. Lostimvite

oD @ s il Amatreng [etau [Detaun) [Defaur) -

® a a ° @ ®
o e ] % Buzz Lightspead [Detault] [Detautt [Detaut] +

Actions on
selecten

©2020 Gatary Payroll. Al ights reerved.
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Administration

& Users £ Details &) Branding i= Payslip Settings

Notes: Each Employer user for the same Company all will appear in this list.

s Bureau Dashboard
. -
& Notifications

B Clients 3 Home » Clients Listing
= Stalistics Administration + %

o2 Administration

® Logout o Hm

L

Click anywhere on an Employer user entry, or on the *+’ button to see the actions available for the
individual Employer user — The actions available will vary depending upon the user status:

-] j

P
®
‘III al
| =
1 [Eh

Documents — view the Employer user’'s Documents and download as required

Notifications — view the Employer user’s Notifications

My Settings — view individual user settings My Key Info page

Reset/Unlock — Reset Password or username and send a reset email to the Employer user.
If the user has been locked out you can reactivate here.

Deactivate — Deactivate the Employer user’s account

When you click the Documents on an Employer user you see the Employer user’s documents page
below.
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Documents can be deleted or downloaded by the Payroll department user, if a document is deleted
the employer user will receive a notification this has been done.

L

The Details tab shows the client details as held in Payroll Professional, the Payroll department
information, enforcing 2 Step Authentication for your Employer, Employee and CIS users, Default
contact for notifications and In-house Payroll setting.

© hboard
& Notfcations @ E E a
@ Home

ancis@star-payrol com

If 2SA is enforced here all Employer, Employee & CIS users will be asked to create a memorable
word. See 2 Step Authentication section.

Employers - Administration - Details - Default contact
The Employer User can select from the list of Employer users who should be the default contact for
payroll upload and declined consent notifications (see Notifications)

Note: This Drop down shows only activated Employer users.
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B Default contact for notifications

Use the drop-down selector to set the employer user who will receive ‘in-portal' notifications for payslip/P60/P11D/AE letter and
declined consent notifications:

Employer default contact Alpha Centauri -

Employers - Administration - Details — In-house Payroll

B Clients

1]

HName 4 NoEmployees Contact PhoneNumber

For the Payroll department user the In-house Payroll setting allows the Payroll department own ‘staff
payroll’ to be added to the Portal. Using this setting (see below) the ‘Payroll department-Employer’ is
hidden from the client listing for all payroll department staff users.

B In-house Payroll ?

This setting will only be visible to employer users (all) after a bureau user has ticked the box below. Only use this setting with
wal from senior management

In house Payroll v| Hide

To administer this staff payroll your main payroll department user needs to set up a specific ‘Internal

Employer user’ account to access this payroll (this will need a separate username, password and
ideally email address).

This payroll can now be treated like any other Employer payroll and Employees (Staff users) will need
to be invited and create their own ‘Employee’ user accounts. Note: They will need use a separate
username and password for this account. And, they should use a personal email address or a
different email address than that used for their Payroll department Staff Portal account.

Un-hiding the payroll
The only way the in-house payroll can be reinstated so that it is visible in the standard Payroll

department employer listing is by logging in as the employer user and on the Details tab, unticking
the In-house Payroll setting.

EB Clients

1]

Name A NoEmployees Contact PhoneNumber

Celestial Limited 7 01923 246414 +

Showing record: 1 to 1 from 1 item(s)

Note: The In-house Payroll setting is only available-visible to the ‘Internal Employer User’ if this

setting has been ticked before-hand by a Payroll department User (via their Payroll department Portal
access).
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Warning: be careful not to use this setting on normal client payrolls as you will not be able to unhide
the payroll without the Employer’s help.

Please refer to the Privileges section to see how it is also possible to restrict access to a specific

Payroll using Privileges. Privileges have no impact on the ‘In house’ payroll procedure described
above.
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Employers - Administration - Branding

Payroll department staff can view or set Company Logo and Colour Theme for employers in the
Branding tab.

= Star Bureau Limited 2 & ONPaymoll-

Ciients
Show chents

& Bureau Dashboard
& Notifications E

@ Documents @ Home : Bureau Settings

L Administration

of Administration

# Privileges WUsers  E0stals B Branding

® Logout & Company Logo & Colour Theme
You can upload a company logo image for the myaPayWindow Top bar hera. Once uploaded this logo will bs visible for o Usie the colour picker below 1o sel the myoPayWindow colour theme for the Top bar' and for vasious Gsplay icons in the data.grids. If
Employees when they log in using their own accounts. To delets or o re-upload an image use the ks below . Only you know the HEX colour code for your company it dirsctly in or atematively use the sider and

JPEGIJPGIPNGIGIF files are allowed and image filks cannot be mare than 500Kk in size. W wil avtomatically resize and optimise circle to choose a colour of your chaice.
your image sa that it fis into the lop bar area. You can also optionally make your loge image ik 1o your company websile by entering

your company website address in the Logo URL bo belaw

Upload again Delate.

Logo URL www starbureau com

Once you have uploaded an image or changed the colour theme click the save bution to apply the changes to myePayWindow

©2018 Star Computrs Lid. All ights reserved

Note: See Administration/Details — Show Payroll department Logo above for setting the Payroll
department Logo on their Employers Left Menu.

Employers - Administration — Employee Dashboard

How to set up an Employer-to-Employee Broadcast Message (Employer User)

Navigate to Administration/Employee Dashboard. Use the date picker to pick a date that you
would like the message to show from and enter the message. Click save. This broadcast message
will show on all employee dashboards. One message is available at a time. If you wish to remove
the message you will need to click on clear and the message will nho longer appear on the Employee
dashboard.

= Celestial Limited 4/ @ © AphaCentauri-

# Employer Dashboard
E
im0

)
™

& Notfications @@

@ Documents & Home . Employer Settings
@ Approvals Administration
B ePayslips Whuses  DDstsie  @eranong  WEmpoyee Dasnoosrs I FaySiD & CIS Setongs

W Employees . s W Usetu ink

& Stalislics Setup a bro + Empioyess heee. Use e date picker 1o chasse a daks fam when the broadcast mssage wil diplay Cruats us ekl Inks Yo pepular welsies L. HMRC: or your pansion provdor 0 dgéay on il Employes dashboards, Cik on e Add new
on the cear buttan ik bullc o enter Fve URL ofthe chosen websile Fre (he Eraiayes dashbosrd e Lser wi be atie 10 view and access e ink dreclly

o Administration

Time
o Privileges HMRC Tax Cooe sxplanations %
Messag Neaw COVIDTS ino chock the links LC]
a sPA [ Colestiol iR she s
Pension Advice %
© Logout &

@) Borstts Portal %

©2020 Gaicy Payrol Al ights reserved.
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The broadcast message will display as below on the Employee Dashboard:-

= Celestial Limited

a Employee Dashboard
& Notifications [ )

& Documents

1 oPaysips INFORMATION FROM YOUR EMPLOYER

Sy New COVID19 info check the links

© Logout

PenodT"
Pay date: 300972019

NET PAY. GROSS PAY DEDUCTIONS | — N
£ 133118 ) 1875.00 (W 54382 ’ 8]

MY PAYROLL DETAILS

‘Summary of your emoloyes payrol information

1M1 Support BR
TAX REFERENCE EPARTMENT TAx cODE
AA123457A BS30 60L

WiUMBER TAX DISTRICT

View My Satings ©

©2020 Gaiaxy Payroll AN oghts reserved

Qo USEFUL LINKS
Useh o for you by Celestial Linted

Your Paysiip

How to set up Employer-to-Employee Useful Links (Employer User)

Navigate to Administration/Employee Dashboard. Click on the add new link button

Useful link
Tite Title
urt e Urllink
Type ® website O Document
Display @® Link © Tile

© Savenewlink

1. Enter the Title of the useful link e.g. HMRC
2. Enter the URL of the website or Document

3. Choose whether you would like the website shown as a link or a tile on
the dashboard

Click on Save new link

The useful link has been created on the Employee dashboard. You can create as many useful links as
you like, however we recommend that create 5-8 Useful links and two tiles on the dashboard.

= Celestial Limited

& Employee Dashboard

(<]
-]
& Notifications -
& Documents & Home > Employee Dashboard
K oboysios INFORMATION FROM YOUR EMPLOYER
a SPA New COVID19 info check the links
Pariod: s
© Logout Pay date: 30092019
NETPAY GROSS PAY
£ 13118 ) 187500
MY PAYROLL DETAILS 00
Summary ofyour smolojes payrot formaton
1M1 Support
TAX REFERENCE oepsaTMENT
AA12345TA BS30 6DL
WINUMBER TAX DiSTRICT

& & O MarkDowling-

o for you by Colestial Limwted

Your Paysi)
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Below shows an example of a useful link as a tile.

= Celestial Limited 8 o O MorkDowbng-

& Employee Dashboard

Ses [— Pt
e romen doamonts | Povon Pocn Fi1dn
& Noifcations -

& Documents & Home . Emplayee Dashboard

T INFORMATION FROM YOUR EMPLOYER
- SPA New COVID19 info check the links
P Period: &

Fay dats: 30082019

- - —
9 m'u

o
.00

MY PAYROLL DETAILS % USEFUL LINKS

mary of your employee payrull ntemion

Useful inks st up for you by Celestial Limiled

Covid-19 Support for
Business

BR
“Your Payslip
O iz To delete a useful link, navigate to
‘Create useful links to popular websites i.e. HMRC or your pension provider to dispiay on all Employee dashboards. Click on the Add new - - -
link button to enter the URL of the chosen website. From the Employee dashboard the user will be able to view and access the link directly. Ad m I n Istratlon / E m ployee Da Sh boa rd
and click on the bin icon. This will remove
@ HMRC Tax Code explanations % https:/Awww.gov.ukitax-codes .
the link from the Employee dashboard.
@ Celestial HR site % hitps:/iwww.cascadegocloud.co.uk/portal/
@ Pension Advice %
@ Benefits Portal % https:/fwww perksatwork com/marketplace

[ Covid-19 Supportfor Business &

How to switch the Useful links view from Employer to Employee

= Celestial Limited 4 8 O AghsCentaui-

W Eroloyer Dashboard

st @ L EEET From the Employer dashboard
e (e you can switch the view from your
1 oPaysips COVID 19 - Please see Useful links for updated information Employer Useful "nks (Set Up by
. = the Payroll department) and the

‘ view from the Employee useful

8 sutsies — -
£ 195928 ) 2508334
Pyv—

— o et A links (set up by the employer). Use

© Logout B30 60L m Ry

the dropdown box to choose the
view.

Employers - Administration - Payslip Settings

Payroll department staff can view or set the Payslip Logo, Payslip on-line layout template (2
templates are available) and Payslip data elements for employers.

CIS Statement data can be set to include a pay component breakdown on page 2 of the CIS
statement.
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# Employer Dashboard

Administration
& Notifications @

@ Documents MUsers  [Dewls  BBrandng | = Payskp CIS Satings
B ePayshps A PaysioLogo
& Employoes Please select the layout of the myePayWindaw paysip that you would like 1o use for your
smployeas, and upload 8 oga for usa in the stationary.
o2 Administration Payslips template:
tempiate2 =
W Privileges
Upload images
® Logout

Upload again Delots

02019 Star Computers. All rights resenved
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& Paysip Data

| Shaw Pound Sign
+ Show TaxCode
 Show NI Letter

| Shaw NI Number

| Shaw Tax Distict

« Show Tax Reference
| Shaw Pay By

| Shaw Er NITP

| Shaw £5 NIYTD

+ Show Er PensianTP
| Shaw Er PansianYTD

| Show Total Taxable PayTD

@ CIS Stalement Data

| Shaw Pay Companent

| Show Company name.
Show Address
Show Holiday Pay
‘Show Haliday Days
Show Prev Emp
Show Dept
Show Branch
Show CostCentre
Show Run Group
Show PayGrade
Show Annual Salary

Show Standard Hours



Employers — Privileges (Employer User Level)
The Privileges page provides access to the following Employer functions:

E Employee Groups tab - Create New Employee Group(s) and add Employees based on the
Analysis group in Payroll Professional (Branch, Cost Centre or Department).

B Roles-privileges tab - set-up new access Role(s) with appropriate privileges

Groups-Roles-Users tab - add the required Role(s) to each Employee Group(s) and add the
Employer Users to each Role (remove them from the Full Access Role as required).

Notes: Depending on the Role an Employer User belongs to, access to the Privileges page may be
restricted or unavailable.
Employer Level Privileges can also be accessed/set through the Employer User Portal.

You do not need to use Employer Privileges but please read this section carefully to ensure
how Privileges impact myePayWindow operation.

From the Privileges - Employee Groups page, you can create a logical Employee group and add
Employees to it.

Note: All myePayWindow Employees are automatically added to the default All Employees group.
Employees cannot be removed from the default All Employees group but they can be added
and exist simultaneously in as many other groups as required.

= Celestial Limited & o O AphaCentauri-
# Employer Dashboard ol
I~ )] Nolincations Documents Employees
AR ) Pl oo documerts | Soowmpirees
& Documents 4 Home . Employer Priviieges
I sPayslips R e
Privileges

#® Employees

& Administration WEmpioyes Groups @b Roles — Priviisges g Groups — Roles - Users

@ Add-Edit Employee Groups B How Privileges Work

# Privileges

@ Logout

B8 All Employees (Al Emplayees m

B Hove Employess (s abave —

B3 Brighton Employees (As Abo z 8

Click the Add button at the bottom of the Employee Group listing to Add a Group (to edit or delete a
Group use the Icons per Group in the listing).

Add Employee Group

@ Add Employee Group name and description. @ What is a Employee Group?
Name e — Use Employee Groups to logically group Employees together e.g. geographically or by type.
Description Employees are in the South only
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You must enter an Employee Group Name (100 Characters) and provide a description (500
Characters).

Add Employees (by analysis group) to the Employee Group(s)

Use the alpha/numeric filters or use the search box, then click the Branch, Cost Centre or Department
name(s) (to highlight in green) to add to the Employee group. You can Click the ‘Yes' button in the
select All Data section to add All Employees to the group.

Note: When you choose ‘Select All Data’ a group entry called ‘All Data’ is automatically included in
the Employee Members section and not individual Employees names.

To remove individual Employees from the Group, click the waste-bin Icon in the Employee Members
section of the screen.

When you have chosen all the Employees for this Group, Click Save to apply.

Add Employee Group

@ Add Employees @ Employee Members
Use the slphalnumeric fiters or use the search bos, then click the Employee name(s) (to highiight in green) to add tothis Employee group. Click the Yes bution in the select AllData section o iy e addod to this Employes Group. Uss the delote
add All Employees to the group. Click Save to apply button to remove @ Employee
@ Enployees Seot Al Dt s Oen)
Support (Dept)
Search
© Sales (Dept) [l @ Support (Dept)
[ B D H L M

Oe=)

On the Privileges - Role—privileges page create a Role and add Privileges to it:

Notes: Existing Employer Users are automatically added to the default Full Access Role that has full
access privileges to the default All Employees group.

When you add new Employer Users they will have no access until they are added to one or
more Roles as defined here.

You can only delete a Role if it is not added to an Employee Group.

= Celestial Limited 4 o  ©AphaCentauri-
# Employer Dashboard

.'.: Notifications Documents Employees
- 2 new message(s) 70 new documents Show employees
& Notifications @

@ Documents 4 Home . Employer Privileges

S—— o
ioreysies Privileges
# Employoos

o Administration i Eqgloyss ety

@ Important
W Privileges

© Logout

B8 Brighton Full A
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Click the Add button at the bottom of the Roles listing to Add a Role (to edit or delete a role use the
Icons per Role in the listing).

You must enter a Role Name (100 Characters) and provide a description (500 Characters).

Add Role Privileges

@ Add Role name and description. @ What is a Role?

Tip: To make it easier when adding Roles to Employee Groups and Employer Users to Roles (Groups-Roles-Users tab) it

° ’ A ARole defines the set of Privileges a Employer user will inherit once they are added to this Role.
helps if the Role name reflects the level of Privileges available e.g. No ePayslips access’

Rele Name Read Only Access
Role - Read Only Access
Description

Click next to Add Role Privileges...
Add Role Privileges

Role Privileges allow different levels of access to myePayWindow menus and the actions available
within them. A main menu item can be Allowed or alternatively Custom access can be used to
further refine access (Full Access, No Access, Read only). For example, using the selectors on the
left, a Role can be set up to Allow access to the Employees menu but with Read only access to the
Employees ‘action’ but with ‘No access’ to the ePayslips action. Note: setting the ePayslips action to
‘No access’ will override any higher level ‘Full Access’ which would otherwise allow Employees
payslips to be viewed.

Choose the access levels using the selectors below, click save to apply.

Add Role Privileges

@ Add Privileges @ What are Role Privileges?
When All menus access is Allowed all left menu options in myePayWindow and associated ‘actions' are accessible to Role Privileges allow different levels of access to myePayWindow menus and the actions available within them. A main
the Role menu item can be Allowed or alternatively Custom access can be used to further refine access (Full Access, No

Access, Read only). For example, using the selectors on the left, a Role can be set up to Allow access o the Employees
menu but with Read enly access to the Employees ‘action’ but with ‘No access' 1o the ePayslips action. Note: setiing the
ePayslips action to "o access’ will override any higher level ‘Full Access’ which would othervise allow Employees
payslips to be viewed

With Custom privileges, left menu access can be defined per Role and also (where available) access to the ‘actions’
available per menu. Choose the access levels using the selectors below and click the save button to apply them to this
Role.

All menus Access
Employees - Menu
ePayslips - Menu

ion - Menu [No Access |
Privileges - Menu
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The final step is to add Roles to Employee Groups and Employer Users to the Roles as required.

Notes: A Employer User must be added to one or more Roles in each Employee Group they need
access to.

When you add a new Employer User they will have no access until they are added to one or
more Roles in the Employee Groups.

Existing Employer Users are automatically added to the default Full Access Role for the
Default All Employees group. Remember to remove Employer Users from this Default Role as
this will override any other Role and Privileges to which they are added.

For the required Employee Group in the listing click the Add Role button.

= Celestial Limited 4 o © AlphaCentauri-

% Employer Dashboard

.'.: Notiications Documents Empioyees
2w meszogets) 0 new secumerts o empiopees
A Notifications @ -

@ Documents 4 Home . Employer Privileges.
P ile
fy shaysips Privileges
# Employees
& Administratan 8 Einployes o’ 38 Roles—Pibuges || 3 Groups = Rlokes - Users

o Privi B Groups-Roles-Users @ Important
rivileges

Click a Employee Group in the list below 10 view the Roles added and than cick on ths Role name to
added 1o the Role

Employes Group they ne

® Logout
o Add Role buton to

a new Role and then usa the Add User bu
i use the Remove Role button

a Employar User from tha Rolo

BB Group Employees - All Em

Aad Role
& Group Employees - Hove Employess Judpis:
8 Group Employees - Brighton Employees Aodrdet

Select the roles you would like to add to the Employee Group. Click on Add.

Add Role

Click to select the roles you would like to add to this Employee group.

@ Hove Full Access - No Admin—Privs] [0 Brighton Full Access+Admin-No Privs]

Click on the Add User button or the Remove Role Button to delete the Role.
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Celestial Limited

& Employer Dashboard

)

& Notifications @ [}

G Documents { Home . Employer Privileges

LOC R Privileges

# Employees.

& Administration M Employee Groups 4 Roles - Privileges 4 Groups - Floles - Users
B Groups-Roles-Users

& Privilages
Chick a Employes Group in the lst below dded and then click on s8¢ the Employer Usars
added o the Role:

© Logout

For each Employee Group use the Add Role button to add a new Role and then use the Add User button to add ane or mars
Employer Users to the Role. To remove a Role om a Employee Group use the Remowe Role bution

Inthe User listing for & Role, usa the delsts lcon 8 to remove & Emplayar User fram the Role.

@ Important
A Emplayer User must ba added to ane or mors Roles for aach Employes Group they need access to
Wihen you add a new Emplayer User they will have 0o access unti they are added 1o ane or more Roles in the Employee Groups

Existing Employer Users. are automatically added 1o the default Full Access Fole for the Defaull All Employees group Femember
1o [Emove Employer Users from this Default Role as this will averride any other Role and Privleges to which they are added

BB Group Employees - All Employees.

Add Ry

8 Group Employees - Hove Employess

& Roles - Privileges - Hove Full Access - No Admin-Privs

Group Employee

- Brighton Employ

& Roles — Privileges - Brighton Full Access+Admin-No Privs

Select the users you would like to add to the Role. Click on Add.

Add User

Click to select the Users you would like to add to this Role.

[0 Penny Wise] [0 Alpha Centauri]

& Employer Dashboard ...

A& Notifications @€ H

@ Documents 4k Home - Employer Privileges

1 ePaysiips Privileges

& Employees

o Administralion MEmployoe Groups W Roles — Privieges W Groups - Roles - Users
B Groups-Roles-Users

& Privileges
Click a Employos Group i the st below 1o view the Roles added and then cick on the Role name 1o see the Employer Users
‘added to the Role

© Logout

For each Employee the Add Role then use the Add User burtan 1o add one or more
Employer Users to the Role. To remove a Role from a Employee Group use the Remove Role bution

In the User listing for a Role, usa the delets icon @ to remove a Emplayer Usar from the Role.

@ Important

A Emplayer User must be added 1o one ar more Roles for gach Employes Group they nesd access 1o.
When you add  new Emgloyer User they will have ng access unt they ars added to one or mare Roles In the Employee Groups

ar ‘added to the Role for the Default All Employees group Remember
to remove Employer Usars from this Default Role as this will override any other Role and Privieges 1o which they are added

roup Employees - All Employees

Add Role %

8 Group Employees - Hove Employess

& Roles - Privileges - Hove Full Access - No Admin-Privs

&

p Employees - Brighton Employees

& Roles - Privileges - Brighton Full Access+Admin-No Privs

User Names

Panny Wise
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Once you start using Privileges to restrict access to one or more Employee Groups it is good practice
to:

Create an alternative ‘All Employees - Unrestricted’ Employee Group and add all Employees
to this by Analysis Group (not as ‘All Data).

Create an alternative ‘Employer Full Access’ Role without Administration and Privileges
access.

Add the ‘Employer Full Access’ Role to the ‘All Employees - Unrestricted’ Employee Group
and add the majority of Employer Users to this role (see 4 below).

Leave your Employer Administrator in the default Full access role and default ‘All Employees

Group’ and remove all other Employer Users — so your ‘Super’ or ‘Admin’ user retains Full
access to everything.

Step-by-step:

Step 1 — Add ‘All Employees — Unrestricted’ Employee Group.

Add an Employee Group

@ Add an Employee Group name and description.

@ What is an Employee Group?

Use Employee Groups to logically group Employees together by Analysis Group e g. Branch, Department or Cost centre.
All Employees - Unrestricted ploy ps to logically group Employ g y Analy peg p:

All Employees - Unrestricted

Add an Employee Group

@ Add Employees by Analysis Groups

Use the lphainumesi filers oruss the search box, then clck the Analysis Group namefs) o highlightin green) to & 0 this Employes group. Clck the Yes button inthe select AllData Analyss Group(s) acded to this Employes Group. Use the
section to add All Employees to the group. Click Save to apply.
8 Employees

Search
© [Defaul] (Branch) [ @ [Defaul] (CostCentre) [l © Default] (Dept)
D N §

@ Analysis Group Membership

delete button to remove an Analysis Group.

Select All Data: [Defaul] (Branch)
[Defaul] (CostCentre)

Reset
- [Defaul] (Dept)

Step 2 — Add ‘Employer Full Access’ Role-Privilege.

Add Role Privileges

B Add Role name and description.

Tip: To make it easier when adding Roles to Employee Groups and Employer Users to Roles (Greups-Roles-Users tab) it ARole defines the set of Privileges a Erployer user wil inherit once they are added to this Role
helps if the Role name reflects the level of Privileges available e.g. "No ePayslips access’

@ What is a Role?

Employer Full Access Role - No Administration & Privilege Access

Employer Full Access Role - No Administration & Privilege Access
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Add Role Privileges

@ Add Privileges

‘When All menus access is Allowed all left menu options in myePayWindow and associated ‘actions’ are accessible to
the Role.

With Custom privileges, left menu access can be defined per Role and also (where available) access to the ‘actions’
avalable per menu. Choose the access levels using the selectors below and click the save button to apply them to this
Role

All menus Access

Administration - Menu

Employees - Menu

ePayslips - Menu

Privileges - Menu

@ What are Role Privileges?

Role Privileges allow different levels of access to myePayWindow menus and the actions avalable within them. A main
menu tem can be Allowed or altematively Custom access can be used to further refine access (Full Access, No
Access, Read only). For example, using the selectors on the left, a Role can be set up to Allow access to the Employees
menu but with Read only access to the Employees “action’ but with ‘No access' to the ePayslips action. Note: seting the
ePaysips action to ‘No access wil override any higher level ‘Full Access' which would othervise allow Employees
payslips to be viewed

Step 3 — Add Employer ‘Full Access Role’ to ‘All Employees Unrestricted” and Add Employer Users.

Add User

© Penny Wiae] [ﬂ Alpha Centauri

Click to select the Users you would like to add to this Role.

Step 4 — Remove all other Employer Users from Default All Employees Group — leave ‘Super’ User in

Default Full Access Role.
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The Administration page provides access to the following Payroll department administration functions:

E Users tab - A list of all the payroll department ‘Staff’ users and their Portal status. These
users can be Deactivated, and be sent reset password or username emails as required.

E Details tab - The Payroll department address details, and the ability to set the default
‘notification recipient’ contact for the Payroll department user for Employer document
uploads. 2 Step Authentication can be enforced here for your Payroll department Users. Set
your Payroll department logo on your Employers Left menu.

E Branding tab — from here the Portal’s Payroll department colour theme and a company logo
can be defined

E Employer Dashboard — Create useful links that appear on your Employer dashboard, Create
Broadcasts to show on all your Employers dashboards.

Notes: Employer Portal Users have a similar ‘Administration’ page with access to the same (very
similar) functionality above to set up the Portal for their Employees

Access to the Administration pages can be restricted or denied to Payroll department Staff
Users via myePayWindow Privileges. Refer to the Privileges section on how to do this.

This page shows the Payroll Department Staff Users connected to the Portal together with their Portal
Status.

« Bureau Dashboard
Gieren
Show chente
& Notifications

A Clients

& Statistics A t ) +

# Privilsges

@ SPA

o Logout I e |

Click anywhere on a Staff user entry, or on the *+’ button to see the actions available for the
individual Staff user — The actions available will vary depending upon the user status:

B Deactivate — Deactivate the Staff user’s account

B Reset memorable word — Send a memorable word reset email to the Employer user

B Reset/Unlock — Reset password/username — Send a Password/username reset email to the
Employer user. If the user is locked you can reactivate here.

B Delete — Delete user, this is only possible if the User status is ‘Unregistered’ or ‘Invited’
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This page shows the Payroll department address and contact information as held in the in Payroll
Professional details set up in Payroll that have been uploaded to the Portal. Any update required to
this data will need to be made from ‘Bureau Details’ in Payroll Professional.

On this page the Payroll department must choose (see Note) the default contact for all Employer
‘document upload’ notifications.

Note: By default the first ‘activated’ staff user in the list will be set. You can change this as required.
If the payroll department does not want to use a single contact for all inbound document
notifications, then they should instruct their Employers to pick the recipient for the document
upload notification from the Employer Document Upload available via Employer Documents
page

Upload Document

Select the type of upload and processing date

Type of data | Pay run data M
Frequency? | Monthly -

Pay Date? 13/02/2018

Browse for the file to upload, Max size 5mb

File types allowed: XLSX. DOCX PDF XML,CSVZIP
Choose File | No file chosen

Send notification to

Holly Daypay +

To choose the default contact, pick the user from the drop-down selector and click Save Settings

--------

ancs@star-paytol com
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B Default contact for document notifications

Use the drop-down selector to set the bureau user who will receive ‘in-portal’ nofifications when Employer users upload
documents:

Default contact Holly Daypay =

@ Email mailbox for centralised notifications

Please use the box below to enter the central notifications mailbox where copy email notifications will be sent from all employers:
Central Nofifications mailbox nd@celestial com
Send email notifications to the above mailbox when:

+ An Employer user has uploaded a document

+| An Employer user has declined consent

Save Settings

The payroll department has the option to set a centralised email for notifications. When an email is
set for *Email mailbox for centralised notifications’ whenever an individual notification is sent to a
payroll department user the centralised email will also be sent a message with the details of this. For

example, when a client uploads a document to a payroll department user the centralised email will
receive the following:

Subject: Celestial Limited has just uploaded a document to bureau user Holly Daypay

my@PayWindow

Document Notification

This is a copy notification to inform you that Holly Daypay has received the
following client document upload notification:

Employer Pay_run_Celestial Limited M_ 270618 xlsx is uploaded

If you are not Holly Daypay and need to download this document:

1. You can Log into your myePayWindow account; and

2. Access and download the document from the 'clients’ document area

3. The client will only be notified when Holly Daypay downloads the document.

Please remember to check your nofifications regularly as you may need to
respond in order to meet payroll processing deadlines.

JIRIS
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2 Step Authentication can be enforced here for all your Payroll department users. If 2SA is enforced
here all Payroll department users will be prompted to create a memorable word when they next log in
or register with myePayWindow. Click on Enable 2SA and Save Settings. See 2 Step
Authentication — Payroll Department User Level for more information

@ Enforce 2 Step Authentication for Bureau Level Users

2 Step Authentication provides additional security for your Users and can be enforced for compliance with company policies
and procedures. If it is not enforced, then 2 Step Authentication can be enabled per user via the My Settings/My Account

pages.
When 2 Step Authentication is enforced here:

» All Bureau Users will need to create a memorable word between 6 and 12 characters in length when they next log in to
myePayWindow.

= Once the memorable word has been set-up a User will be asked to enter 2 random characters from this word each time
they log in.

= If a User forgets their memorable word, it can be reset during the logon process.

Enable 25A

Payroll departments’ can select the option to show their Payroll department logo on their Employers
left menu.

Under Administration/Details tick the box show Payroll Department Company Logo and save
settings.

B Show Bureau Company Logo

Tick the box below to show your Bureau Company Logo. Client Users will be able to see the Bureau Company logo in the bottom left comer at the base of the Clients 'left-
menu'.

+ Show Company Logo

By ticking this box, the Payroll department logo will show in the bottom left hand corner of the left-
menu.

= Celestial Limited 4 8 © A Comaui.
W Employer Dashboard

So%
& Moticabons @ [ )

& Documents W Home . Employer Dasnbaard
18 Semo My Last Py R & My Company lefo 2 My Pension
 Employees
8 Statstcs

o Administrason

W Prvieges

© Logout
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From this page the colour of the Portal’s *Top-bar’ and the icons in the Notifications, Documents, and
Employers listings can be set to match with the company branding. A Logo and a Logo URL can also
be added. The Logo URL will allow a link to the URL when clicking on the Logo for example to the
company’s website (or another site of your choice).

& Bureau Dashboard
Moifications. Documents
L\ e
A Notifications.

& Documents @ Home » E

W Cianty Administratio
o8 Administration

W Privilages =

® Logout

/& uploadsd an imags or changsd the colour theme click tha save button to apply the changes to mysPayWindo

Company Logo — drag or click in the blue area to upload a logo image to the Portal, images cannot be
larger than 500kb in size and will automatically be resized. Click upload again to replace an existing
logo image.

Colour theme — use the slider or colour pane or enter a HEX / RGB / HSL colour code.

Note: Depending on the web browser you are using; you may be able to add a browser tool that
will allow you to find out the colour code used on an existing website page element. If you do
this, you will be able to match exactly the Portal with colour of your own website.

Click Save, to apply the Logo to the Portal and your chosen colour setting.

From V8 Update 1 2020 some new features have added to myePayWindow which we believe will be
helpful in supporting important client communications and employee engagement during these
challenging ‘working from home’ times. The following new features have been added in this regard:

e The ability for a Payroll department user to broadcast a message to all their employers that
will be visible on a user’s homepage when they login.

e The ability for an Employer user to broadcast a message to all their employees that will be
visible on the employee’s homepage when they login.

e A Payroll department user can create useful hyperlinks to direct users to relevant websites for
example latest Employer information for example regarding Covid-19 guidance and support

¢ An Employer user (or a Payroll department user on their behalf) can create useful hyperlinks
to direct users to relevant websites for example latest Employee information regarding Covid-
19, Furlough arrangements etc.
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How to set up a Payroll department -to-Employer Broadcast Message (Payroll department
User)

Navigate to Administration/Employer Dashboard. Use the date picker to pick the date from
when you would like the message to display and enter the message text (a maximum of 500
characters). Click save. This broadcast message will show on all your employers ‘Employer’
dashboards. Only one message can be displayed at a time. A message remains on display until it is
replaced or removed. If you wish to remove the message you will need to click on clear and then
‘save’ and the message will be removed from the Employer dashboard.

= Star Bureau Limited 4 @ ONPaol.

< Bureau Dashboard
Documents Cherts
e Sl

& Notifications @)

= Approvals & Home : Bureau Settings

B Clients Administration

B Statistics W users [ Details & Branding S Empioyer Dashboard

o Administration e W Useful link

& Privileges setup your Emglaye rsr\re KN 10 £ho0sE & date from When the willdispiay o popular webshes L& HMRC or your Bureau websile 1o display on all Empioyer dashboards. Click on the Add new ink
n il Em broadcast message cick on e coat bution bution o enta the URL of he chosan wabsits, From the Employes dashboard the usar will b able 0 view and access the ik irech

e O - ime.

o SPA & Acd new link
Time 07 Apr 2020

© Logout iy COVID10 - Support or Businoss %
Meszage COVID 19 - Please seq Usaful links for updated information hitps S gav ukigovermmentipublicabons/guidance-to-amplayers-and-b -

D

22020 Galaxy Payrol. Al ights resarved

The broadcast message will display as follows on the Employers Dashboard:-

= Celestial Limited 4 @ O AphaCentasi-
# Employer Dashboard
203 ’
LA 10 e documents
& Notfications @ &=
@ Documents &8 Home > Employer Dashboart
& App INFORMATION FROM YOUR BUREAU
® o COVID 19 - Please see Useful links for updated information
# Employees Licte)

Pay date: 301092019

8 Statistics NET PAY BROSS PAY DEDUCTIONS
19,596.28 w)) 2508334 (wp 5.487.06
e Administration
Emploger ¥

 Privileges

MY COMPANY INFO USEFUL LINKS myePayWindow
@ SPA Summary of your company information ot up for you by Star Bureau Limited
o
© Logout BS30 6DL m mn

TAX DISTRICT TAX DISTRICT CODE TAX REFERENCE

Star Bureau Limited 01273 300715 Your Paysiip ‘
smesy  TELEPwow €
View Asminstation © °
©2020 Galaxy serve

How to set up Payroll department -to-Employer Useful Links (Payroll department User)

Navigate to Administration/Employer Dashboard. Click on the add new link button
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Useful link
1. Enter the Title of the useful link e.g. Covid-19 Support for Business

Title Tite 2. Enter the URL of the website or Document
Ut ke i 3. Choose whether you would like the website shown as a link or a tile on
rl lin|
the dashboard
Type @ Website © Document
Display @ Link © Tie Click on Save new link

© Savenawlink

The useful link has been created on the Employer dashboard. You can create as many useful links as
you like, however we recommend that create 5-8 Useful links and two tiles on the dashboard.

= Celestial Limited 4 o O AphaCentari-

% Employer Dashboard
02 Do rayres
Show amporeas
& Notfications @ [=)

@ Documents 4 Home . Employer Dashboard

& Approvals INFORMAT!O?( FROM YOP,R BUREAU

® ePaysips COVID 19 - Please see Useful links for updated information
Period: 6

# Employees Per daie: 0080910

8 Statistics NET PAY
£ 195928

GROSS PAY

) 2508324

& Administration

 Privileges

MY COMPANY INFO % USEFUL LINKS Employer ¥ n:vePayWindow
a sPA Summary of your company inormation Usefu Inks 5ot up for you by Star Buseau Limited
© Logout BS30 6DL 11 11 COVID 19 - Supportlor Busivess

TAX DISTRICT TAX DISTRICT CODE TAX REFERENCE

Star Bureau Limited 01273 300716

You. Payslip
BUREAU TELEPHONE

View Adminsyation ©

2020 Galaxy Payrol. Al nights reserved

Below shows an example of a useful link as a tile.

= Celestial Limited 4’ G © AphaCentaui-
w Employer Dashboard Y

20 retopees

Shom amplepees

& Notifications @ ‘
@ Documents 4 Home » Employer Dashboard
RS INFORMATION FROM YOUR BUREAU
0 ePaysips COVID 19 - Please see Useful links for updated information
w Employees Period: §

Pay date: 30092019

& Statistics NET PAY GROSS PAY DEDUCTIONS.
£, 19,5928 wp) 2508334 (wp 5487.06
o Administration

# Privileges

MY COMPANY INFO 00 USEFUL LINKS Employer ¥ myePayWinde w
@ SPA Summary of your company information Useful ks set up for you by Star Bureau Limited
© Logout BS30 6DL 1 111 COVID 19 - Suppor for Business

TAX DISTRICT TAX DISTRICT GODE TAX REFERENGE

Star Bureau Limited 01273 300715
BUREAU TELESHONE

Your Payslip

Wiew Adminisiration ©

2020 Galaxy PayTol Al Tgnts resenved
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@ Useful link

Create useful links to popular websites i.e. HMRC or your Bureau website to display on all Employer dashboards. Click on the Add new link
bution to enter the URL of the chosen website. From the Employer dashboard the user will be able to view and access the link directly.

To delete a useful link, navigate to
Administration/Employer Dashboard and

B Add new link
W 5
hitps-ih

click on the bin icon. This will remove the link
from the Employer dashboard.

Support for Business %
gov.uk/gover

d-businesses-about-covid-19/ovid-10-support-for-busi..

i htips:/fwww.gov uk/government/organisations/nm-revenue-customs

How to set up an Employer-to-Employee Broadcast Message (Employer User)

Navigate to Administration/Employee Dashboard. Use the date picker to pick a date that you
would like the message to show from and enter the message. Click save. This broadcast message
will show on all employee dashboards. One message is available at a time. If you wish to remove

the message you will need to click on clear and the message will no longer appear on the Employee
dashboard.

= Celestial Limited 4 @ O AphaCentauri-
% Employer Dashboard

o
0% e
& Notifications @ [ )

o Documents & Home . Employer Settings

= Approvals Administration

B ePayslips Wuses  DDemis  @ewanong  WEmposes Dashooarg I PEySID & CIS Satngs

W Employees B Uselul link

= Statistics

Craato usedul nks fa

58 & dabo fram when the beoadcast massage wil display

o Administration
Time OF Agr 2020

# Priviieges i HMAC Tax Cove pxplanations % [

Message Naw COVID info chack the links

- SPA [y Celestiar R site &

© Logout

22020 Gaiaxy Payrol Al ights reserved

The broadcast message will display as below on the Employee Dashboard:-

= Celestial Limited

& & © MarkDowling-
& Employee Dashboard

(] S peisng
0 e docamats Payaies, PeCs, P1ts
& Notifications [ )

@ Documents

© ePaysiips INFORMATION FROM YOUR EMPLOYER

st New COVID19 info check the links
P

© Logout Pay date: 300972019

111 Support BR
TAX REFERENCE DEPARTMENT Tax cove

AA123467A BS30 6DL

MY PAYROLL DETAILS % USEFUL LINKS
Uset inks 58t o for you by Colestial Linvted .
NINUMBER L

‘Summary of your employea payroll information
e Your Payslip ‘
TAX DISTRICT L
View My Satangs ©

©2020 Galaxy Payroll ANl oghts reserved
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The Privileges page provides access to the following Payroll department functions:

E Client Groups tab - Create new Client Group(s) and add Employers as required to the

group(s)

B Roles-privileges tab - set-up new access Role(s) with appropriate privileges

E Groups-Roles-Users tab - add the required Role(s) to each Client Group(s) and add the Staff
Users to each Role (remove them from the Full Access Role as required).

Notes:
restricted or unavailable.

Depending on the Role a staff User belongs to, access to the Privileges page may be

You do not need to use Payroll department Privileges but please read this section carefully to
ensure how Privileges impact myePayWindow operation.

From the Privileges - Client Groups page, you can create a logical Client group and add employers to

it.

Note:

All myePayWindow Employers are automatically added to the default All Employer group.

Employers cannot be removed from the default All Employers group but they can be added
and exist simultaneously in as many other groups as required.

@ Bureau Dashboard
& Notifications

& Documents @ Home > Privilege
B Clients Pr
o2 Administration

 Privileges W Client Groups 4 Floles — Privilegs 18 Group

§ B AddEdit Client Groups
® Logout

Click the Add button at the bottom of the Client Group listing to Add a Group (to edit or delete a

Group use the Icons per Group in the listing).

Add Client Group

@ Add Client Group name and description.

Name South

Description Clients are situated in the Southern region only|

@ What is a Client Group?

Use Client Groups to logically group clients together e.g. geographically or
by type.

MNext
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You must enter a Client Group Name (100 Characters) and provide a description (500 Characters).
Add Employers to the Employer Group (s)

Use the alpha/numeric filters or use the search box, then click the client name(s) (to highlight in
green) to add to the Client group. You can Click the ‘Yes’ button in the select All Data section to add
All Employers to the group.

Note: When you choose ‘Select All Data’ a group entry called “All Data’ is automatically included in
the Client Members section and not individual Client names.

To remove individual Employers from the Group, click the waste-bin Icon in the Client Members
section of the screen.

When you have chosen all the Employers for this Group, Click Save to apply.

Add Client Group

@ Add Clients @ Client Members

Use the alpha/numeric filters or use the search box, then click the client name(s) (to highlight in green) to add to this Client group. Click the Yes button in the select All Data section to add Al

Clients added to this Client Group. User the delete button
Clients to the group. Click Save to apply.

to remove a client.
= Clients Select All Data: Celestal Limited

Search: Reset
H L 5 T

On the Privileges - Role—privileges page create a Role and add Privileges to it:

Notes: Existing Staff Users are automatically added to the default Full Access Role that has full
access privileges to the default All Employers group.

When you add new Staff Users they will have no access until they are added to one or more
Roles as defined here.

You can only delete a Role if it is not added to a Client Group.

& Bureau Dashboard
@ Noiifications Documents Clients
documents Show cherts
A Notifications 20 new messages 0 new

& Documents @ Home ; Privileges

JE=5 Privileges

2 Administration

# Privileges BClertGrogs 98 Roles —Prheges | 8t Groups —Roles- Users

Add-Edit Roles — Privileges @ Important

& Logout
the Add bufion & new Role in the st bekow. In the pop-up, enter a name & description then click the Next bufion fo Existing Stzff Users are automatically added fo the default Full Access Role that has fll acoess privieges to the defaut All Clients
2 Privileges that belong in tis Role goup.
aRole is added to the list, usa the edit icon ( to amand and the delete icon @ to delete it Wh u add new Staff Users they wil no access until they are added to one or more Roles as defined hera.
You can aRole if it is not Client Group.
Note: Existing and new Staff Users are added and removed from Roles for each Client Group via the Groups-Roles-Users page
&8 Full Access (Al Privieges m
& No ePayslips-Admin-Privs ACCess (No ePaysips. Bureau Adin or Priviieges Access Z @&
&5 West Pensions-No Payslips (As Above E
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Click the Add button at the bottom of the Roles listing to Add a Role (to edit or delete a role use the
Icons per Role in the listing).

You must enter a Role Name (100 Characters) and provide a description (500 Characters).

Add Role Privileges

B Add Role name and description. B What is a Role ?

Tip: To make it easier when adding Roles to Client Groups and Staff Users to Roles (Groups-Roles-Users tab) it helps if

B ARole defines the set of Privileges a staff member will inherit once they are added to this Role
the Role name reflects the level of Privileges available e.g. 'No ePayslips access

fle Neme Read Only Access

Role

Read Only Access
Deseription v

Click next to Add Role Privileges...
Add Role Privileges

Role Privileges allow different levels of access to myePayWindow menus and the actions available
within them. A main menu item can be Allowed or alternatively Custom access can be used to
further refine access (Full Access, No Access, Read only). For example, in the screen image
below, using the drop-down selectors, a Role can be set up to Custom access to the Employers
menu but with Read only access to the Employees ‘action” but with ‘No access’ to the ePayslips
action. Note: setting the ePayslips action to ‘No access’ will override any higher level ‘Full Access’
which would otherwise allow Employees payslips to be viewed.

Choose the access levels using the selectors below, click save to apply.

Add Role Privileges

B Add Privileges B What are Role Privileges?
When All menus access is Allowed all left menu options in myePayWindow and associated ‘actions’ are accessible to Role Privileges allow different levels of access to myePayWindow menus and the actions available within them. A main
the Role menu item can be Allowed or alternatively Custom access can be used to further refine access (Full Access, No

Access, Read only). For example, using the selectors on the left, a Role can be set up to Allow access to the Clients
menu but with Read only access to the Employees ‘action’ but with ‘No access’ to the ePayslips action. Note: setting the
ePayslips action to ‘No access' will override any higher level Full Access' which would otherwise allow Employees
payslips to be viewed.

With Custom privileges, left menu access can be defined per Role and also (where available) access to the ‘actions’
available per menu. Choose the access levels using the selectors below and click the save button to apply them to this
Role

All menus.
Clients - Menu
i& - Employees Read only v
@ ePayslips Full Access
Read only
©f - Administration No Access
ion -Menu  |No Access V|
Privileges - Menu
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Step 3 — Add Roles and users to Client Groups
The final step is to add Roles to Client Groups and Staff Users to the Roles as required.
Notes: A Staff User must be added to one or more Roles in each Client Group they need access to.

When you add a new Staff User they will have no access until they are added to one or more
Roles in the Client Groups.

Existing Staff Users are automatically added to the default Full Access Role for the Default All
Employers group. Remember to remove Staff Users from this Default Role as this will override
any other Role and Privileges to which they are added.

For the required Client Group in the listing click the Add Role button.

= Star Bureau Limited 4 & ONPayol-

« Bureau Dashboard

& Notifications 3 m

& Documents @ Home 5 Privileges

LEms Privileges

& Administration

# Privilegos WChmGroups W Roles—Privieges i Groups — Rolss - Usars

] @ Groups-Roles-Users B Important
ogou Impor

Cick a Client Group in th lst balow 10 view the Roles addsd and than click on the Rola name 10 ses the Staff Usars added to the A Staif Usar must ba sdded 10 ans or more Roles for sach Client Group they need access 1o
Role

Whan you thy will havs na access il thay ars added 1o one or mors Rolss in the Chant Groups.
For sach Client Group usa tha Ad Robo bulton 1o add a now Role and then usa the Add Usor buflen to add ane o more Staff
e e e e e P B P prirsyhueny Existing 5 ically added to the defaull Full Access Role for tha Detault All Clients group. Remember o amave

Stalf Usen e ges they are added
In fsing for a Rl Role

E Group Clients - All Clients m
8 Group Clients - South Add Role 4+
B Group Clients - West m
B Group Clients - Internal Payroll Add Role 4+

Select the roles you would like to add to the Client group. Click on Add.

Add Role

Click to select the roles you would like to add to this Client group.
< ATt A ) & No ePayslips-Admin-Privs Access [B West Pensions-No Payslips

[0 Internal Payroll - Full Access - No Admin - No Pri\r]

Click on the Add User button or the Remove Role Button to delete the Role.

= Star Bureau Limited & & ONPaprall-

@ Bureau Dashboard

& Motifications. 5

& Documents < Home - Bureau Privileges
OE=5 Privileges
o Administration
w P B Chent Groups. W Rokes - Privieges W Groups - Rales - Users
W Groups-Roles Users & important
© Logout
ek n Cllent Grou n e b b diod st A St Uner must be o st e Group "
== When you add & new Stall User they will have s access unl ey are added 1o one or more Rokas in the Clen Groups
For he Add ihe Add
lllll Esising St Users added W et gro
UL T ol ‘Staff Usars from other Rale and Pré are added
B3 Group Clients - All Clients | ncasoe+ |
@ Group Clients - South A ROk
B3 Group Clients - West | Acs e +
e
=] ==
I Group Cllents - All Clients - UNRESTRICTED - No Intemal Payrol B
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Select the users you would like to add to the Role. Click on Add.

Add User

Click to select the Users you would like to add to this Role.

[0 Holly Daypay} [ON Payrul\] © Matt Ternity
O Pat Temity

Use the waste-bin icon to delete users from the role.

s Bureau Dashboard Nalifications. Documents. Crents
e messages 0 e ocuments Showchents
A Natifications

@ Home
@ Documents.

Privilege:
B Clients rivileges

o Administration

WCioniGrovps W Alos — Privioges A Geoups — Roes - Usars

& Privilages
@ Logout

i Stalf Usars added 10 tha

more Statf

Once you start using Privileges to restrict access to one or more client payrolls it is good practice to:

5. Create an alternative ‘All Employers - Unrestricted’ Employer Group and add all employers to
this by name (not as ‘All Data).

6. Create an alternative ‘Payroll department Full Access’ Role without Payroll department
Administration and Privileges access.

7. Add the ‘Payroll department Full Access’ Role to the ‘All Employers - Unrestricted’ Client
Group and add the majority of staff to this role (see 4 below).

8. Leave your Payroll department Administrator in the default Full access role and default ‘All
Employers Group’ and remove all other Staff Users — so your ‘Super’ or ‘Admin’ user retains
Full access to everything.

143
Payroll Professional - myePayWindow user guide — V22 (U1-2022)



Step-by-step:

Step 1 — Add All Employers — Unrestricted” Employer Group.

Add Employer Group

@ Add Employer Group name and description.

Name All Employers - UNRESTRICGTED - No Intemal Payroll

Description All Employers - UNRESTRICTED - No Internal Payrolf

@ What is a Employer Group?

Use Employer Groups to logically group Employers together e.g. geographically or by type

Add Employer Group

@ Add Employers

All Data section to add All Employers to the group. Click Save to apply.

B8 Employers - Your o

@ Employer Membership

Use the alpha/numeric filters or use the search box, then click the Employer name(s) (to highlight in green) to add to this Employer group. Click the Yes button in the select

Employer(s) added to this Employer Group. Use
the delete button to remove a Employer.

Select All Data Gelestial Limited

Supernova Company

Light Speed Events

Heavenly Pies

Step 2 — Add ‘Employer Full Access’ Role-Privilege.

Add Role Privileges

@ Add Role name and description.

Tip: To make it easier when adding Roles to Employer Groups and Staff Users to Roles (Groups-Roles-
Users tab) it helps if the Rele name reflects the level of Privileges available e.g. 'No ePayslips access’

Role Name Payroll Dept Full Access Role - No Administration & Privilege Access
Roke Payroll Dept Full Access Role - No Administration & Privilege Access
Description

@ What is a Role?

ARole defines the set of Privileges a Staff user will inherit once they are added to this Role.

144

Payroll Professional - myePayWindow user guide — V22 (U1-2022)




Add Role Privileges

@ Add Privileges

‘When All menus access is Allowed all left menu options in myePayWindow and associated ‘actions’ are
accessible to the Role

With Custom privileges, left menu access can be defined per Role and also (where available) access to
the “actions’ available per menu. Choose the access levels using the selectors below and click the save
button to apply them to this Role_

@ What are Role Privileges?

Role Privileges allow different levels of access to myePayWindow menus and the actions available within
them. A main menu item can be Allowed or alternatively Custom access can be used to further refine

access (Full Access, No Access, Read only). For example, using the selectors on the right, a Role can be

set up to Allow access to the Employers menu but with Read only access to the Employees ‘action’ but
with ‘No access’ to the ePayslips action. Note: setting the ePayslips action to ‘No access’ will override any
higher level ‘Full Access’ which would ctherwise allow Employees payslips to be viewed.

All menus

— Employers - Menu
& - Employees

@ - ePayslips

& — Approvals
&} - Privileges
£ - statistics
— Approvals - Menu

— Statistics - Menu

% - Administration

No Access v
No Access v

— ini ion - Menu |No Access v

— Privileges - Menu

No Access v

Step 3 — Add Employer ‘Full Access Role’ to ‘All Employers Unrestricted” and Add Staff Users.

Cli

Add User

ck to select the Users you would like to add to this Role

& N Payroll © Holly Daypay | -1Z 8ELI

Step 4 — Remove all other Staff Users from Default All Employers Group — leave ‘Super’ User in
Default Full Access Role.

= Star Bureau Limited

«»Payroll Dashboard

& Nosfications

W Enployers

® Statstics

o Administ

W Privieges

LE

© Logout

Note:

ation

4 o ONmyol-

All Users will be able to see all employers apart from the Internal payroll.

Please remember

any new Staff Users will have no privileges assigned by default so you will need to add them
to a Role for them to have access to any Employers.

For further information on Employer level privileges please refer to the Employer user guide
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My Settings

My Settings contains the individual Portal user’s settings and details. Various personal preferences can
be set here for the Payroll Department user and these features will be extended in future releases:

Q) O
= Star Bureau Limited
< Bureau Dashboard m
& Notifications
<5 Home » My Sefting
& Documents
My settings
B Clients
@ Administration BWyKayinle O MyAscount @My Settiegs B Privacy £ Tams
Privileges. B Basic Information
g ® Portsl
T Ms
& Logout Last Logn 22062918 1246
First Nama Holly
ind 22062918 19.40
Last Namae Daypay
O Fale Paral  Buress C
Fhons 01273 3111
Emia clonggstar.payrod com
Gender Femaie
Dan OF Bith outasTe
Addrens Heverhare House
Baghton
e
—
©2018 Star Computers Lia. A8 rights reserved
o o ¢
A “

My Settings - My Key Info

B My Key Info — The Staff user’s details as held in Payroll Professional and their last Portal
login date, the date they were invited and their Portal ‘role’.

Note: You are unable to edit these fields. Any Data changes required here must be made in Payroll
Professional and updated from there via Data/myePaywindow.
= Star Bureau Limited .

«= Bureau Dashboard
Py (O
S Documents S Horma » My Setting
Clients ,
= My settings
o Administration
W Priviloges AWKyl OMydccoun @My Seiiegs 8 Friacy & Tems
© Logout B Basic Information
W Poral
Tie s
LastLogn 206218 1246
First Nama Holy
ited 2062918 1040
Last pame Daypay
) Rele Portal  Buiass ()
Fhoss 01273 899111
Ema ‘chougstar.payrol com
Gerder Femase
DawOfBeh  OWOWISTO
Address. ‘Nevemere House:
‘Bngnion
BT3RO
3 crmeay
2018 Star Computars Lid. ABrighis reserved
) O O
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My Settings - My Account

E My Account — Reset password / username as required (The reset process will log the user
out of the Portal). Click Change password or Change username, to start the reset
process.

B Enable/Remove 2 Step Authentication on your account provided that it isn’t enforced via
Administration at Employer/Payroll Department Level.

= Celestial Limited % %
W Employer Dashboard P
()
A Notifications @) &
& Documents o Home - My Sattings
0 ehurshs My settings
- Emiices &My Key infe. © My Account @ Wy Semings 8 Privacy & Terms.
o Administration
@ Reset Account Security @ Use 2 Factor Authentication as part of the logon process.
W Privileges F: (T

you
o ster the below 2FA Sedings
© Logout

To Ensbie or Remave 2 Factor Auenhcation cick en he bxion beiow

* You wl be asked 1o create 2 memerable word befween 6 and 12 characiers i Jength

+ Al yOUI memorablo word has ben et-up, you wil be sked 10 entle 2 (AJOM CAMICITS fom TN word each e you 9 I
1 you Torget your memorabie word, yoo €an reset 1 Quing e Iogon process
B 2

S0 ey awsel. A Apbls Wb

Click on Enable 2SA and confirm.

Click on Confirm to set-up your memorable word.

Enable 2SA

Are you sure you want to Enable 2 Step Authentication on your account? Click on confirm to be
directed to the login page where you will be asked fo create a memorable word.

Confirm

After entering their username & password, the user can ‘Set-up’ their memorable word. The
memorable word can be a mixture of letters and digits and must be between 6 & 12 characters in
length.

First time memorable word

my@PayWindow

Please enter the new memorable word you would like to use

Memorable Word n

Confirm Memorable Word
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Once a username & password is entered a second page is displayed where the user can enter two
random characters from their memorable word.

A message is displayed if incorrect characters are entered.

my@PayWindow

Enter the following characters from your memorable word:

2nd: 5th -

Forgot Memorable word?

+IRIS

If 2SA is not enforced, a user can Remove 2SA from their account, via My Settings, My Account and
the Remove 2SA button. You can also change the memorable word here.

Click on Remove 2SA to confirm.

& Employer Dashboard

00
=@
& Notifications @ [ )
& Documents 4 Home . My Settings
ePaysli 0
1 abayalips My settings
Employees
bd AMyKeyifo  ©OMyAccount @ MySetiings @ Privacy & Terms
& Statistics
@ Reset Account Security @ Use 2 Step Authentication as part of the logon process
© Administration When you reset slther your password, your usermame of your memorable word you will be logged out of the website sutomatically and 2 Step Authentication provides additional security for you when into myePayWindow If this s not akeady enforced for
¥ your pa: y ¥ " 99 aby tep P iy for y tog yePay oy
you will be sent an small with  fink that il allow you to complste the reset process: ol poici for your awn personal use via the saitings bskaw. If 2 Step Authentication s
enforced as a company mandatory requiremant you wil be unable to alter the below 2SA Seftings
4 Privileges
To Enatie or Remove 2 Step Authanécation clck on the botion balaw
® Logout reate & memorable word between 6 and 12 characters in length

lo word has boen sel-up, you will ba asked 1o enter 2 random characters from this word each ime you log

in
« Hyou forget your

1t during the
+ I you wish to Remove 2 Step Authentication. click the Remove 2SA button 1o remove the memorable word from your login.

©2019 Galaxy Payrol Al ights reserved.

Remove 25A

Are you sure you want to remove 2 Step Authentication on your account? Click on confirm to
return to the login page. You will need to enter your usemame, password and 2 characters from
your memaorable word to remove the 254 action.

1
]
]

Cance Confirm

The User will be re-directed to the login screen to enter their credentials to confirm the Remove 2SA
action.
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my@PayWindow

PLEASE ENSURE YOU LOGIN NOW TO CONFIRM YOUR ACTION

Usemame

Password

Forgot Password? Forgot Usemame?

My Settings - My Settings

= Bursau (lashboard

. &

@ Documents 5 Home » My Seng

m My settings

o Admrssiraton

W Drivilegons LT T T e L1

@ Logaul W Cuick Access Butios W Email hotficatons

17 it myePay Wil b o Lmnemincs vt Uat the S S i bmiow 1 pege o o P 1h 2 ke 24015 1m0 o oty ot Nﬂw-u-mc—- ot rw-—n-’u‘“"' o st i et § by
16 0 308 G Aot . T £ 5 et e G5 5 e, BEE B S STES Tich he i bk e £k e Sk iy Sesngs’ Buon ot 408 BOMRC Y 18 ST i 55 380

Sard amul reATicatisn summatas
Quck Azt Melmemens.

Queh hiceis 2 Methieg Seiecied =

Quckdccmn]  Mothieg Seiecied ~

018 St Campasars Lid Al rights susarvad

The My Settings tab allows you to personalise the Portal as follows:

B Quick Access Buttons — for easier user access via a smartphone or small tablet

Use the drop-down selectors to assign a left-menu item to Quick access button 1, 2, 3 click Save
Dashboard to save changes and apply.

Note: The Quick access buttons are for convenience when accessing the Portal on a mobile device.
(You can set your favourite menu item to the Quick access button (3) that will be closest to
your thumb on a smartphone!)

Notifications Documents Clients

RO New messages no new documenis Show clienis
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B Email Notifications — to opt to receive email notification summary to your registered Portal
account email address

Use this tick box to opt to receive an an email summary for new Notifications. An email summary will
be sent to your registered account email addrees (see My Key Info) if you have new, unread
notifications in the last 1 hour.

B Email Notifications

If you want to receive an email summary for new Portal notifications sent to your myePayWindow account in the last 1 hour .
Tick the box below and click the "Save My settings' button. Note: if you have no new notifications no email will be sent.

+ Send email notification summaries

By opting to receive an email notification, you will be notified on the email associated with your
account, that a new notifiacation has been received. These will be sent hourly if there has been no

activity on your Portal account.

Dear Holly

In the last 1 hour(s) you have received the following new notifications:

1 Payslip Notification(s)

1 Leaver Notification(s)

1 Document Notification(s)

1 Administration Notification(s)

To view simply:
1. Log on to your myePayWindow account and

2. Select 'nofifications’ from the left menu

to aperson@star-payroll.com b

B Privacy and Terms — View / download myePayWindow terms and privacy and access
Consent option
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= Celestial Limited 4 o © AphaCentmri.

W Employer Dashboard

285 —r e
oo ptpion prig
& Notifications @ [&) it - apiyons

@ Documents 2 Home . My Seftings
Repaysies My settings
 Employees ARy OMyicomt @y Setings 8 Pruacy 8 Tems

@ Administration
B Last Updated: 9th May 2019

W Priviieges you proviced your consent when you Sr3t segistered to use B3 senice You Can review and Gownload them agam here You Can 230 Withdraw your comsent at any tme below I you wilhdraw comsect you wil be logged out of the
© Logout
i
my@PayWindow
DATAPROTECTIO

7. ovatiy

Every Portal user must provide consent on registration. If they wish to withdraw consent after
registration they can scroll to the base of this screen and click ‘I do not agree’ button. This action
will deactivate the user immediately and set their status to Declined, notifications will be sent to the
Employer and Payroll department user.

4. How long we keep it
5. How we protect your Information

6. Your Consent

% I donot agree

Any user that declines consent will need to be re-invited if they subsequently decide they want to use
the Portal.
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